
Precedence: IMMEDIATE 


Date: 06/02/2005 




Synopsis : Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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addresses, length of service, billing records, and electronic 
communication transactional records for the email address 
holder (s) listed below. 

(U) Administrative : X This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2 ■ Some of the Intelligence provided in this communication 

has-^e^ obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


(U) 3 . TxT Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Intell^ence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
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( S//OC/NF) According!^ 
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EOPS is issuing a National Security 


This electronic communication documents the General 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/electronic 
communication transactional records on the following email 
addresses : 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the enclose d letters to pr oduce the records personally 


to an employee of the 


Field Office. The institution 


should neither send the recoras cnrdugh the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


b2 

b7F 


(U) The 


[Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions re garding t he abo ve can be direct ed to 


b2 

b7E 


FBT HO. TA 
324-] I 




202) 324 


or SSA 


] ( 202 ) 


snouia tne institution be unable to fully comply with 


for 


this request due to lack of specificity or should the institu tion 
require mo re detailed information to loc ate such r ecords . thq [ 
Field Office should contact lA or SSa| 

aoaitionai information. 

LEAD (s) ; 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
informaticm nfeeded to fulfill the Congressional reporting 
requirements for NSLs. 
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b7C 


Set Lead 2 ; (Action) 


b2 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon rece ipt of b / j_i 


remieated records, immediately submit results to Ia[ 


4343 . 
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FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room ijvr 
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COUNTERTERRORISM 


NSLVIO-10938 








Working Copy 


Page 6 


AT WASHINGTON, DC 
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CXS/EOPS 
Contact : 
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jRoom 4343 
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Synopsis-; Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the email 
address holder {s) listed below. 

Administrative: This document is classified SECRET. 

Portions of this aocument carrying classif ication markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

of the Intelligence provided in this communication 
ained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
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has been obt 


tU) 
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3.- Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 
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individual that uses th 
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(S//OC/NF) ECAU and EPPS believe that the 


(S//OC/NF) Meanwhile, EOPS conducted an analysis of the 
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This electronic communication documents the General 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/electronic 
communication transactional records on the following email 
addresses ; 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 


(U) Arrangements should be made with the institution 
receiving the enclose d letters to pr oduce the records personally 

Field Office. The institution 


to an employee of the^ 


should neither send tne records through the mail nor utilize the 
name of the subject or any identifying information related 
to the subject 

in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 
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(U) The 


Field Office should remind the 


b2 


electronic communications provider that it is prohibited from b7] 
disclosing that the FBI has made this request. 
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luliy comply with 


this request due to lack of specificity or should the institu tion 


require mo re detailed information to loc ate such r ecords 
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Field Office should contact 
information. 
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GENERAL COUNSEL 


AT WASHINGTON, DC 


JUJ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2; (Action) 


b2 


CA 


(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon rece ipt of 
requested records, immediately submit results to lA 


4J4J . 
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D7C 


FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 
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TO: Counterterrorism 

General Counsel 


Date: 05/31/2005 


Attn ; 
Attn ; 


ITO S II 

ssaI 
Nat 


ional security 


Law Branch 


DG C Julie F. Thomas 




UG 



Attn: 



From: Counterterrci.ri.qia. 


CXS/EOPSj 
Contact ; 






oom 4 34 
202-324 


Approved By: 


Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 
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Case ID #; 

Title: 
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ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 
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(U) ^ 

Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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Clas31rfi«iLBy; 7 5 6 6 , 
Reason 

Decl^^sTfy^^: XI 



>53: 



Enclosure 

(s) : 

(U) Enclosed for the 

jpield Office : 

is a copy 

of 

a National 

Security, dated 05/31/2005, 

addressed to 



requesting names, addresses , iengtn ot service , Pilling 
records , and electronic communication transactional records for 


bl 

b2 

b7E 

b4 

b7D 


Case ID : 


Serial 
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the individual (s) associated with the website listed below. 

Administrative: This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2. Some of the Intelligence provided in this communication 

has b^n obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from PBIHQ. 


3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 
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Details: (S/ZOC/NF) 


(S//OC/NF) 
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b7C 
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bl 
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(S/ZOC/NF) Analysis ou 
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f.q/Znr/MF^ Man^/- nf fhpqF>T 


lat-r-nnnh g f n1 1 owf=.rl 


(S//OC/NF) Cyber Division's Special Technologies and 
Aonlications Section conducted a search of seized media 



(S//OC/NF) EOPS conducted an analysis of the 
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(U) This electronic communication documents the Deputy 

General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 


bl 

b4 

b'7 

4b7 


bl 

b6 

b7 

b7 
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b7D 

b7A 
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b4 

b7D 

b6 

b7C 

b7A 


( 3 ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d lette rs to produce the records personally 

to an employee of the Field Office. The institution should b2 

neither send the records through the mail nor utilize the name of j ^7 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

(U) The| I Field Office should remind the electronic b2 

communications provider that it is prohibited from disclosing b7E 
that the FBI has made this request. 


(U) Any questions re garding t he abo ve can be direct ed to 

FBI HQ. IaI I (202) 324 1 l or SSA (202} 

324- 1 snouia tne insc i tution be unable to fully comply with 

this request due to lack of specificity or should the institution 
requir e more detailed information to locate su ch rec ords , the 

Field Office should contact lA or SSaI Ifor 

additional information. 
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Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to review and approve the 
enclosed'^7^ letter. 


Set Lead 2 : (Action) 


Hand deliver enclosed 2702 letter 
following pr^edures outlined in this EC. Upon rece ipt of 
requested records, immediately submit results to IA | 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 

"OTT 

Set Lead 3 : (Info) 
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Precedence : IMMEDIATE 


Date: 05/31/2005 


To : 

Counterterrorism 

Attn : 

ITOi 

5 II 






SSA 



General Counsel 


Attn: National Security Law Branch 


b2 

b7E 

b6 

b7C 


Attn: 


Jid 





From: 


Coun t e r t e r rori-am 


CXS/EOPSj 
Contact 


Tn 


^Room 4343 
'702-324- 1 


Approved By: Hulon Willie T 

Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 



DATE: 07-2S-2007 

CLASSIFIED- B'f 55173dmh/ksrteaj 

DSCLASSi:rr::0II:;lQ7-2S-a:032 


ALL IKFQPIIATIOa COBTAIIffir- 
KEEEDi IS DECLASSIFIED .CiCSi'T 
roiERE SIffiOT OTHEIiW’ESE 


Case ID #: (S) 

(S) 


(Pending) 
IFendii 


ing) 


Title : 

(U) 




RT.RCTPnNTC COMMITMT CATIONS _ ANAT,Y.qTfl UNIT 



bl 

b2 

b6 

b7C 

b7A 


(U) 

Synopsis: Approves the issuance of an ECPA National 

Security Letiter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


<U) 


K 


(S) 





Enclosure (s) : (U) Enclosed for the 


Field Office is an 


05/31/2005. addressed to 


reqi 

ae suing names, aaaresses , lengun or 

Case ID : 


Serial 




bl 
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b7E 
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b7D 


(S) 
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service, billing records, and electronic communication 
transactional records for the administrator of the website listed 
below . 

Administrativer This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2. of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 

No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 . ^;i>S4C:Per so U.S.C. S 1806 (b) t 1825 (c) of the Foreign 
JlTl . Intelligence Surveillance Act (FISA) , recipients are reminded 

that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
(U) Investigation. Cl 








This electronic communication documents the Deputy 
General TTounsel ' s National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic co mmuni cati on transacti n nal records for the 


user contracting with 
website : 


to maintain the 


(S) 


(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the encloRe d letters t o produce the records personally 


Field Office. The institution 


to an employee of the 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information 
related to the subject 

in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The Field Office should remind the electronic 

communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the, above can be directed to 


FBI HQ, lA 
324 \ ' 


(202) 324-^ 


Should the ihSt 


or 


ssa[ 


( 202 ) 


itution be unable to fully comply with 


this TSqUest due to lack of specificity or should the institu tion 
require mo re detailed information to loc ate such r ecords , the 

1 


Field Office should contact 
additional information. 
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GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
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(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon rece ipt of 
requested records, immediately submit results to lA 


4141 . 


FBIHQ, Counterterrorism Division, CTD/ CSX/EOPS , Room 


Set Lead 3: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 


(U) 
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Precedence : IMMEDIATE 

To; Counterterrorism 
General Counsel 


Date: 05/31/2005 


Attn ; 
Attn : 

Attn : 


ITOg_LJL 
SSA 


National Security Law Branch 
DGC Julie F. Thomas 

ucl 


From : 


CXS/EOPS 
Contact : 


pri .sm 

iRoom 4 34:; 




202-324] 



Approved By: 


Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Roqers Glenn T 
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b7C 


Alt IJirOPMATiOB COETAIMKP 
HEPTIH I& MCLASSIFIE& EXCTST 
WIESE OlffiS-rjISE 


Drafted By: 



Case ID #: (S) 

(S) 


*U) 


r~| (Pending) 


Title : 



pending 

ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 


(S) 


iU) Synopsis: p^) Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


DATE; 07-26-20C7 

CIAS3IFTED BY 65.n9r3jn}v'kst:/»i:i-j 

DtrLA,?3TF=i' Off: 
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Enclosure (s) : (U) Enclosed for the 

of a National Security Letter, dated Ub/ii 


requesting names, addresses , 

length of service, billing records, "and electronic communication 


Field Office is a copy 
/2QQ5, addressed t o 


bl 
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Case ID 
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S>^ET NSL VIO- 10956 
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transactional records for the individual (s) associated with the 
website listed below. 

Administrative: X This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2 . Some of the Intelligence provided in this communication 

has "been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

' 3,. 50 U.S.C. S 1806 (b) Sc 1825 (c) of the Foreign 

Interllibfence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of PISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General . This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 



b7] 

hh 


b 

b 

b 

b 

b 

b 




Paqe 


3 





(S//OC/NF) Cyber Division's Special Technologies and 
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This electronic communication documents the Deputy 
ounsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 



signing the enclosed letter as authorized to make the required 
certification . 
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(U) Arrangements should be made with the institution 
receiving the enclose d letter s to produce the records personally 
to an employee of the Field Office. The institution should 

neither send the records through the mail nor utilize the name of bz 

the subject or any identifying information related to the subject b7E 

in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 


(U) The 

Field Office should remind the electronic 

b2 

communications provic 

ier that it is prohibited from disclosing 

b7E 


that the FBI has made this request. 
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this request due to lack of specificity or should the institution 

the 
If or 


require 

more detailed information to 

locate such records. 


Field Office should contact lA 


or SSA 


aaairionai inrormacion. 
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AT WASHINGTON, DC 
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enclosed 2'70 


NSLB is requested to review and approve the 
letter . 
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(u> Us< Hand deliver enclosed National Security Letter 
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following procedures outlined in this EC. Upon rece] 
reauestecj records, immediately submit results to Ia| 

I FBIHQ, Counterterrorism Division, CTD/ CXS/EOPS , 

4343 . 
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To: Counterterrorism 
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National Security Law Branch 


Attn : 


DG G Julie F. 




Thomas 


From: 


Counterterr yi^T ^ 
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Room 4343 

Contact : 
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Approved By: 


Hulon Willie T 
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Synopsis; Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



bl 

b2 

b7E 

b4 

b7D 

b6 

b7C 


Case ID 



Serial 



NSL VJg-J096 


bl 

b7A 






Working Copy Page 2 

communication transactional records for the email address 
holder (s) listed below. 

Administrative: This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2. Some of the Intelligence provided in this communication 

has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in -nature. 

No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


^Uj3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Inteil^ence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General . This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 
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General Counsel's National Security Law Branch approval and 


certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 


following email addresses: 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the enclose d letters to pr oduce the records personally 


to an employee of the 


Field Office. The institution 


should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related 
to the subject 

in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


d 2 

b7E 


(U) The 


[Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing chat the FBI has made this request. 


b2 


o7i 


(U) Any 
FBI HQ, IA[ 
324|_ 


questions 


_^garding the 
( 202 ) 324 |^ 


above 
or 


can 

SSA 

to 


he directpd to 
( 202 ) 


snould tne institution be unable to fully comply with 
this request due to lack of specificity or should the institu 
require mo re detailed information to locate such Records ^ the 


additiona 
LEAD(s) : 


Field Office should contact lA 
information . 


or SSA 



or 
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Set Lead 1: (Action) 


GENERAL COUNSEL 


(U) 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2 : (Action) 


b2 

b7E 


(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon rece ipt of 

requested records, immediately submit results to lA 

FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 


4343 
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NSL. For mandatory repo rting purposes, the enclosed NSL seeks 


records or documents for| 
specified below: 


transfer number 


(S) 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

<U) Arrangements should be made with the 
institution receiving the enclosed lette r to pr oduce the 

records personally to an employee of the Field Office. 

The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 


(U) The 
institution that i 
made this request . 


Field Office should remind the 
f IS prohibited from disclosing that the FBI 


bl 

b4 

b7D 

b7A 
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(U) Any qu estions regarding the a bove can be 


direct ed to FBIHQ, UC 
and lA^ ' 


at (202) 324 


I at (202) 324 J 


Should the 


institution be unable to fully comply with this request due to 
lack of specificity or should the institution re quire mo re 


detailed information to locate such records , the 
Office should immediately contact UC 
information . 


Field 


for additional 


b2 

b7E: 

b6 

b7C 


* ‘FOOTNOTES** 


il': Caveat: This document contains information derived from 
an electronic surveillance or physical search conducted under’ 
the Foreign Intelligence Surveillance Act (FISA) . Per 50 
U.S.C. Section 1806 (b) and 1825 (c) , such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 
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AT 


b2 

b7E 


above . 


records 


(U) Hand deliver the enclosed NSL as indi cated 
Upon re ceipt of requested records, notify lA 
(202) 324 to coordinate immediate delivery or 

to FBIHQT Counterterrorism .Mvi^on, CTD/CXS/EOPS , 

SK 
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Room 4 343 . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS- I/CONUS 4/TEAM 15 for informational 
purpose only. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) GEU/TFOS for informational purpose only. 


Set Lead 5 : (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, D.C. 
(U) 


for informational purpose only, 
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COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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Synop®s: Approves the issuance of an ECPA National Security 

Letter (NSLjY provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 
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Enclosure (s) : (U) Enclosed for the| Field Office is an 

original and a cnnv of a Nation;^ ] Seci,iri f v T.pffpr daf pH S /I 7 ('2005, 

arlH-rgeigtaH hnl 


ia± becu. 

HaM-n ■ I 


requesting infor mation 
to eisdcronic dommunications services provided to 


Petailsr )^/NF,OC) Information a bout 
email service is provjdpd thrminhl 


H r,d i g ates that their 

,wh 3 receives 
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prov 

internet service from 
requested to provide any and aii subscriber or customer account 
information and information regarding electronic communications 
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services provided to 
following : 


including, but not limited to, the 


- any and all subscriber or customer account 
information and information regardi ng electronic 
communications services provided to 
including, but not limited to, the 
following ; 


' confirmation that electronic communications 

f^p..qrinpH m n-r nv i o i na f i nn f-rnm_ p-mail address of 

to 


b4 

b7D 
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facilities; and 


-i n forma t -j on r egarding the physical location of| | 
facilities which house electronic 


mail servers p roviding serv ices to the electronic 
mail domain of^ 



(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the e nclosed l etter to produce the records personally to an 


employee of the 




eld Office. The institution should neither 


send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI . The institution should not contact FBIHQ 
directly in any manner. 


(U) The I Field Office should remind the institution that 

it is prohibited from disclosing that the FBI has made this request. 

(U) Any questions regarding tfje ahovs can be directed to FBIHQ, 
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TIS 


(202) 324 


Should the institution be unable 


to tuiiy comply with this request due to lack of specificity or 
should the inst i i-. nt i on req uire more detailed information to locate 


such records, the 


Field Office should immediately contact TIS 


for aOditiohal information. 
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Set Lead 1: (Action) 



FIELD 

AT 
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(U) For 

NST. ^ as -indicated 
TIS 


nove . 


Resident Agency: Hand deliver enclosed 

Up on rec eipt of requested records, notify 

_(202) 324-1 I to coordinate immediate delivery of 

records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4343 
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GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (Info) , 

COUNTERTERRORISM 

AT ITOS II ]-,2 

(U) Read and Clear. 
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NATIONAL SECURITY LETTERS (NSLs) 


Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL^T^provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
(U) provider. 1 
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Field Office is an 


Enclosure (s) : (U) Enclosed for the 

original and a copy of a Nation al Sec urity Letter, dated 5/17^ 2005, 
add-rPHHPd rnl~ I Atrirf 


^ [requearinq mior fnaribn 

related to electronic communications services provided to 


Details Information a bout 

email service is prov ided throuahl 
internet service from 


~l ind i ca tes that their 


which r eceives 

^is 


requested to provide Any dild ail SUhSdflhSf di" CUStdmSl' aCdPunt 
information and info rmation regar ding electronic communications 


services provided to 
following : 


including, but not ..limited to, the 
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- any and all subscriber or customer account 
information and information reaardir ja electronic 
communications services provided to 
including, but not limited to, the 
following; 
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b7D 

b7A 


- confirmation that electronic communications 
destined to or originating from e-mail address of 


facilities; and 


b4 

b7D 

b7A 



(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make the 
required certification. 
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(U) Arrangements should be made with the institution 
receiving the e nclosed l etter to produce the records personally to an 
employee of the Field Office. The institution should neither 

send the records tnrougn the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 


b2 

b7E 


(U) The [Field Office should remind the institution that 

it is prohibitea trom disclosing that the FBI has made this request. 


(U) Any questions regarding tl 


abpve can be directed to FBIHQ, 
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TIS 


(202) 324-j 


Should the institution be unable 


to luiiy comply with this request due to lack of specificity or 
should the instit ution req uire more detailed information to locate 
such records, the 
^for 


Field Office should immediately contact TIS 
adOitioiial information. 
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Set Lead 1: (Action) 


FIELD 
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AT 


(U) For| 

NSL as indicated 
TIS 


Resident Agency: Hand deliver enclosed 

ariove . Pn gn rec eipt of requested records, notify 


I tr -j. / ^ 

202) 324-j to coordinate immediate delivery of 

recor3e"”Fo"”FBTHQ^Counterterrorism Division, CTD/CXS/EOPS, Room 4343, 

Set Lead 2 ; (Action) 

GENERAL COUNSEL 
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b7E 
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AT WASHINGTON, DC 


(U) . 

inf ormatibn 
requirements 


NSLB is requested to record the appropriate 
.eeded to fulfill the Congressional reporting 
for NSLs . 


Set Lead 3: (Info) 
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AT ITOS II 


(U) Read and Clear. 
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Date: 5/17/2005 


Attn; DGC 

Julie F. Thomas b7 

ucl 

h7R 

CTI 

Attn: SS^ 

SS^ 
ITC 

1 r 

bb 

b7C 

lb II 

Attn: 1 1 Kcsidenr Aqencv 

lA 



From: Counterterrorism 

Electronic C ommunication Analy sis Unit . Rm 4 343 

[202-324 ^~ I 


Contact: lA 


Approved Bv: Thomas Julie F 
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NSL 
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TOLL RECORDS; 

NATIONAL SECURITY LETTERS (NSLs) 


(U) 


Synopsis: 0^ Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 1 
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(S) 




official, signing the attached National Security Letter, to 
make the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclosed letter to 
personally to an employee of the 
institution should neither send 
nor utilize the name of the subj 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. O/E 


produce the records 
P Field Office. The 

tne records through the mail, 
ect or any identifying 
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(U) Any questions rega rding the above can be directed to 


(202) 324 


Should the 


institution be unable to tully comply with this request due to 
lack of specificity or should the institution re quire mor e 


detailed information to locate such records . thel 
Office should immediately contact lA [ 
additional information. 


Field 


cor 


LEAD (s) : 
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Set Lead 1: (Action) 


AT 
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(U) Hand deliver enclosed NSL ^s indicated abovq . 
Upon rece j.Pt of requested records, notify lA 


(202} 324 
FBIHQ, Counterterrorism Division, 


|to coordinate immediate delivery ot records to 

CTD/CXS/ECAU, Room 4343. 
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GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 
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(U) Read and Clear. 
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AT WASHINGTON, DC 
(U) ITOS II 
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SECRET NSLVIO-10978 




Working Copy Page 1 


Precedence : IMMEDIATE 

To: Counterterrorism 
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Attn : 
Attn : 

Attn: 


Date: 05/26/2005 
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SSA 


National Security Law Branch 
DGC Julie F. Thomas 
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CXS/EOPS 
Contact : 




J Room 
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bl 

b2 

b6 

b'7C 

b'/A 


ANALYSIS UNIT 


Title: M 

(U) 

(S) 


(III Synopsis: Approves the issuance of an ECPA National 

Security Letter {NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



(U) 




Enclosure (s) : (U) Enclosed for the 

an original and a copy of a 
04/Q4/2Q05. addressed tol 


spniin rv~ 
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requesting names, 
aaaresses, lengtn ot service, billing records, and electronic 
communication transactional records for the email address 
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holder (s) listed below. 

(U) Administrative-: This document is classified SECRET. 

Portions of this dooument carrying classif ication markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U)3. Per 50 U.S.C. S 180S (b) & 1825 (c) of the Foreign 

IntdTlrgence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 

w. Investigation. 
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each 



d) ^^>f=g^/OC/NF) At 08:55 PDT 05/25/2005, 
preserved these accounts. 


verified and 
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(S//OC/NF) ECAU and EPPS believe that these f 
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{S//OC/NF) Accordingly, HOPS H HgQiHnri a 
Letter to obtain information on the 


ShSX This electronic communication documents the Deputy 
Gener,^eT^ounsel ' s National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses; 


(S) 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 
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(U) Arrangements should be made with the institution 
receiving the enclose d letters to pr oduce the records personally 
to an employee of the| [Field Office. The institution ]^2 

should neither send the records through the mail nor utilize the 


name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 


Field Office should remind the 


electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request, 

(U) Any questions re garding t he abo ve can be directed to 


FBIHQ, lA 


(202) 324 


Should the institution 


be unable to fully comply with this request due to lack of 
specificity or should the institution r equire more det ailed 
information to locate su ch records . the| [Field 


Office should contact 
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for additional information . 
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(U) . 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 



(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon rece ipt of 
requested records , immediately submit results to lA 

IfBIHQ, Counterterrorism Division, CTD/CSX/ b'UPb , Room 
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b7C 


Set Lead 3: (Info) 

COUNTERTERROR I SM 

AT WASHINGTON, DC 

(U) ITOS II/| I For information only. 
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Rnaprs Hi pnn T 


Drafted By: 

Case ID #: (S) 

(S) 



b2 

b'?E 

b6 

b7C 


[ Pending) 


(U) Title 


pending) 

RT.F.rTPOHTr cnMMiTMTraTTnM.g; ANALYSIS UNIT 


(ID 



DATC; OT-Zo-iOG!? 
UECLA^iSm' OM: 07-2 6 --2032 


bl 

b2 

b6 

b7C 

b77\ 


Synopsis: - )i^) Approves the issuance of an ECPA National 
Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



bl 

b2 

b7E 


Enclosure (s) : 
an original and a copy of 
04/04/2005. addressed to 


Field Office is 


National security Letxer. dated 


requesting names, 
addresses , length ot service. Joining records, and electronic 
communication transactional records for the email address 


Case ID : 


Serial ; 






bl 




ef NSL VIQ-JP984 


b7A 


(S) 


b2 

b7E 

b4 

b7D 

b6 

'b7C 
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holder (s) listed below. 

^ ^ ^ Admii h i s t r a t i ve ; ’ X) This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2. Some of the Intelligence provided in this communication 

has'oeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


3. -4^ Per 50 U.S.C. S 1806 (b) t 1825 (c) of the Foreign 

(U) Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
I nve s t iga t ion . 



(S//OC/NF)[ 


(S//QC/NF) Analysis of I I content associated 


bl 


bl 

b6 

kJ f 

b7A 


bl 

b4 

b7D 

b7A 


bl 
b4 
b7D 
b6 
b7 
b7 
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storage and transfer. 


(S//OC/NF) Accordingly, EOPS is issuing a National Security 
Letter to obtain information on the DresumedI 


This electronic communication documents the Deputy 
General Counsel ' s National Security Law Branch approval and 
certif ication of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 


(S) 


bl 

b4 

b7D 

b7A 


(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 


bl 

b4 

b7D 

b6 

b7C 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d letters to pr oduce the records personally 
to an employee of the| Field Office. The institution 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


b2 

b7I 


(U) The| |Field Office should remind the 

electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 


b2 

b7E 


(U) Any Questions re garding t he abo ve can be directed to 


(202) 324 1 | . Should the institution 


FBIHQ, lA 

be unable" to fully comply with this request due to lack of 
specificity or should the institution r equire more det ailed 
information to locate such records, thel Ipield 


Office should contact lA] 
LEAD (s) : 


for adaiLionai inrormation. 



b2 

b7E 

b6 

b7C 
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Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2 : (Action) 



following 

requested 

4J4J . 


(U) Hand deliver enclosed National Security Letter 
procedures outlined in this EC. Upon rece j.pt of 
records, immediately submit results to lA 


] 


FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 


b6 

b7C 


Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS IlJ 


For information only. 
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Precedence ; PRIORITY 


Date: 05/24/2005 


To: General Counsel 

Counterterrorism 


Attn: 
Attn : 


Attn : 


DGC— dlll±e E Thnma s 

UC_ 

SSA 


c 


CTLU-1 

CTLU-1 


lT Qg-iyC0NU5 4 /TEAM 15 
uc 


uc 

SIS^ 


ITOS*II 

ECAU 


From : 


Counterterrorism 


EOPS Unit/CXS/Room 4343 


Contact: lA 


202-324' 



HEPFIW IS IWCLASSIFIED E:>:CEP 
SHOKJ OTHERWISE 



D^Ii-l3F-:26^2;097; 

CLASSIFIED BY 65I79>Mi/bsi;/ttai 
PEA30U.! 1 i 4 i 
DStLASSTFY: :: SIJ :pi7/ 


bl 

b2 

b7A 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider. 




I 


Enclosure (s) : (U) Enclosed for the [Field 

Office is an original and copy of a National Security Let ter, 
dated 05/24/2005. addressed tol I 


I requesting names, addresses , length ot service , 
billing records, and electronic communication transactional 


b2 

b7E 

b4 

b7D 

b6 

b7C 


Case ID : 


ISL 

Serial ; 


bl 



-NSL 



b7A 


(S) 


NSL^M-10989 


66F-HQ-C1303375 


52654 
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records for the e-mail accounts specified below: bl 



(X) This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following e-mail accounts: 



{U) On 10/17/2003, the Director designated the FBI ^ 

NSL Via-10990 b7/ 


d tr cr tr 







Page 
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official, signing the attached National Security Letter, to 
make the required' certification. 


(U) Arrangements should be made with the 
institution receiving the enclosed lette r to produce th e 
records personally to an employee fo the jpield b2 
Office. The institution should neither send the records b7E 

through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any 
telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 


(U) The 


Field Office should remind 


the institution that it is prohibited from disclosing that the 
FBI made this request. 


b2 

b7E 


(U) Any qu estions regardin g the above can be 


directed to FBIHQ, lAl 

Should the institution be unable to 




at (202) 324| 

'fully comply witn this 


request due to lack of specificity or should the institution 
require more detailed inform at-inn to locate such 
records, the 

Field O ffice snould immeOiately contact UC 


for additional information. 


b 

b 

b 

b 


* ‘FOOTNOTES** 


il': Caveat: This document contains information derived from 
an electronic surveillance or physical search conducted under 
the Foreign Intelligence Surveillance Act (FISA) . Per 50 
U.S.C. Section 1806 (b) and 1825 (c) , such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

LEAD (s) : 

Set Lead 1: (Action) 


b2 

b7E 


above . 


(U) Hand deliver the enclosed NSL as indi cated 
Upon re ceipt of requested records, notify lA 


to coordinate immediate delivery of 


(202) 324 

records to FBIHQj Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 


Set Lead 2 : (Action) 


b2 

b6 

b7C 


GENERAL COUNSEL 


SE^^ NSLVIO-10991 


AT WASHINGTON, DC 
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(U) NSLB is requested to record the 'appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational 
purpose only. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) I [ for informational purpose only. t>2 

Set Lead 5: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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Precedence : IMMEDIATE 


Date: 05/20/2005 


To: Counterterrorism 

General Counsel 


Attn: ITOS l/CONUE I /Tef 

Attn: 

Unit Chiet. CTLUl 

Attn: 


From: Counterterrorism 

CXS/Electron ic Communications A nalysis Un it/ Ro om 4343 


Contact : lA 

Approved By: Thomas Julie F 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 

Case ID #: (S) 

(S) 


202-324 



( Pending) 
nding) 


HEFIIN IS UIJCLASSIFIEI' EXCEPT 

G:lASS:iKlED; 

KElSOp 


Title : 


ET.ECTRONTC COMMTJNICATIOMfi ANAT.YSTE tb7A 


Synopsis:- ^^^J§.)<^App roves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


Cla^s^i 

Reason 

Declare 


By: 7566, 


On: XI 


Enclosure (s) : (U) Enclosed for the 

original and a copy of a National Securit 
addressed tol 


J Field Office is an 
jetter , dated 05/20/2005, 


Details: (S//OC/NF) The Document Exploitation Uni 

been analyzing a seized hard drive associated with 



Case ID 



Serial : 


T NSLVIO-10993 








Letter ,'r°U_ 
the indi vidua 
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This electronic communication documents the Deputy 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks the disclosure of the name; address; telephone 
number; email address (es ) ; any other contact information in your 
possession; billing records, to include credit card account 
numbers; IP access logs; and username/passwords for the 
individual (s) purchasing services from you to host the website; 


(U) On 10/17/2003, the Director designated the official / 

signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the enclose d letters to produce the records personally 
to an employee of the Field Office. The institution 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 

communications provider that it is prohibited from disclosing 
that the FBI has made this request. 


(U) Any questions re garding t he abo ve can be direct ed to 
FBI HO , Ia| I (202) 324-| or SSA (202)324 

Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution 

requi re more detailed information t o locate su ch re cords . the^ 

Field Office should contact lA or SSA for 

additional information. 

LEAD(s) : 


Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2 : (Action) 


SECRET NSL VIO- 10995 








(U) Hand deliver the enclosed NSL as indicated above. 
Upon receint of the reqnpsted records, immediately submit results 
to lA Counterterrorism Division, CXS/EOPS, Room 

4 34 3 . 


■bo 

b^C 


Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS I/Team 1. For information only. 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 


Date: 05/19/2005 


Attn ; 
Attn ; 

Attn ; 


nP! C F Thrim;=i« 

UC 






19 , TT 1 



CTLUl 


TK 


1 Resident Agenc y 


From: Counterterrorism 

Electroni c Surveillance Operatio ns Unit, Rm 436 3 
Contact; | (202) 324| 

Approved By : Thomaa ,Tn 1 i e F 


Huion Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


b2 

b7E 

bb 

b7C 


sr r'Tirf uRsiAtioa : ; to mtmkee 
HSrSIK ISroriASSIFISt EXCEPT 


Drafted By: 

Case ID #: (S) 

(S) 
(U) ^ 



(Pending) 
INSL 


ggp-HO-C1305375 


Title: (S) 

(U) 





EOPS 




BMiiiQT'-geigaoT 
CLA^SITlED BY SBl7adi!h/iisr/m:al; 
PEA'OH: 1;4 (c/d) 
BEEiySlFY10ii;:Q7“2:6“2ea2 


bl 

b2 

bb 

b7C 

b7A 


(U) 


pd) TOLL RECORDS ; 

^ NATIONAL SECURITY LETTERS (NSLs) 


iU) 


Synopsis Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 1 


(U) 


X> 


Den 


-3 


rssify On: 




Enclosure (s) : (U) Enclosed for the 

is an original and a copy of a National security Le 


Resident Agency 
tter, dated 


Case ID 


(S) 


bbt -Hg-Li3U33 /b 


Serial : 


NSL 


NSL Vig-)10997 


53697 


bl 

b2 

b7E 

jo2 

D 7 E 


bl 
hi A 
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(3) 


— Worlcing Copy 


5/19/2005, addressed tcT 


lAttn: 


reiacea to eieccronic cornTnunicac ions services 
fS//N.or) Tnfnrmar.inn ahnul.l 


requesting intormation 
provided to 


P>pta-j 1 s 



(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification . 

(U) Arrangements should be made with the institution receiving 
the en closed le tter to produce the records personally to an employee 


Jpield Office. The institution should neither send 


of the 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI . The institution should not contact FBIHQ directly 
in any manner. 


(U) The 


Field Office should remind the institution 

that it is prohibited" from disclosing that the FBI has made this 
request. 


TIS 


(U) Any questions regarding the a bove can be directed to FBIHQ, 

(202) 324 


Should the institution be 


unable to fully comply with this request due to lack of specificity 
or should the institutio n require more detailed information to 

locate such records . thel [Field Office should immediately 

contact TIS [for additional information. 


b2 

b7E 


b2 

b7E 


b2 

b7E 

b6 

b7C 


LEAD(s) : 




T NSLVIO-10998 
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Set Lead 1: (Action) 

FIELD 



AT 


(U) Hand deliver enclosed NSL as indicated above. Upo n 


rec eipt o f requested records, notify TIS 


324 


to coordinate immediate delivery or recoras to PBiay, 


Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 


( 202 ) 

b2 

■bb 

b7C 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3 : ( Info) 


COUNTERTERRORISM 


AT ITOS II 


(U) Read and Clear 



NSL VIO-10999 
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Precedence: PRIORITY 

To; General Counsel 
Counterterrorism 


Attn : 
Attn: 


Date: 05/18/2005 

DGC Julie F. Thomas. CTT.U- 1 
UC I CTLU-1 


IT OS-I/CONUS 4 /TEAM 15 


Attn: 


UC 

UC 

SS^ 

SSJ1 

UC 

SA 


From; 


Counterfc'errori sm 

EOPS TTnil- /rX .yPnnm 4~^41 
Contact : lA 


202-324-^ 


Approved By : Thomas Julie F 


Drafted By: 


Case ID #: (S) 


JSL 

-NSL 


b2 

b?E 

b6 

b'7C 

(Pending) 


Title; 


(U1 

(S) 


66F-HQ-C1303375 





ECAU 


ETAD 


bl 

b2 

b7A 


l^ITOS-II 

geu/tfos 

geu/tfos 

GEU/TFOS 

ECAU 


cpss;iT-iEs::BY7^ 

nFrUSJiTR' niJ; 07 - 25 - 2 m^ 


(S) 

Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the U.S. Company. 


m X 

TTarssifi 

csnn 


7566^CXS^ — — ' 

bl 

b2 

iS) 

_D£cla«sT: 

ty^'On: XI 

— ^ 

b7E 


Enclosure (s) : 

(U) Enclosed 

for the 


Field Office is an 


original and copy of a N ational Securxcv uetter. date d 
nS/lfi/?nnR RHri-rpc;.c;pH tnl I 


b2 

b7E 

b4 

b7D 

b6 


Case ID 


NSL 

Insl 


8fc.P-HU-C130J3 Jb 


Serial 

sfeeS^T NSL VIO-1 1000 


52434 


b7C 

bl 

b7A 
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Precedence: IMMEDIATE 


Date: 05/13/2005 


To: General Counsel 
Counterterrorism 

Investigative Technology 


Attn: 
Attn ; 

Attn : 
Attn ; 


DGC Julie F. Thomas, CTLU-1 
UC| 


UC| 

SSAI 

ssa| 

ITQB_U 
UC 


DESTTpHI 

sissi 


From : 


RM4343 


CTLU- 1 


ALi INFORf'IATIOIii COIfTAIMED 
HEJ5EIK IS rjSCl.ASgiFTEr; EXCEPT 


Counterterrorism 

Electronic Surveillance Operations and Sharing Unit, 


tATE::;mv;-25-2GG:7 
PECiASSiry OH: 0''-25-2D32 


Contact : SSA 


202-324 


Approved By; 


Drafted By: 


TVi/-^nnag .Tn 1 ip £. 


Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Case ID #: 

(UJ 


(S) 

(S) 


>ISL 

-NSL 


66F-HQ-C1303375 


b2 

b7E 

b6 

b7C 


(Pending) 


Title 


(U) 


(S) 

x> 


EOPS 

NSL 


bl 

b2 

b6 

K '7 p 

xy I \y 

hlA 


iui 



TOLL RECORDS; 

NATIONAL SECURITY LETTERS 


(NSLs) 


m . 

Synopsis: Approves the issuance of a ECPA National Security 

Letter (NSLl; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 


Case ID : 


JSL 


Serial 



bl 



■NSL 





b7A 

(S) 

6 6F -HO-C13 0 3 3 / b 



NSL VIO-]^^l 

52427 
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iU) 


iS) 




Re. 

Declassify On: 


Enclosure (s)- : . . >a: Enclosed for the 

an original and a -cppy o f a National 
OB /l.'^ /2 00!5 . addressed tol 


securicy Le 


pittn : 


Field Office is 
tter, dated 


requesting names, addresses , 
length of service, billing records, and electronic coirnnunication 
transactional records for the email accounts specified below. 


(S) 

Details: fS//OC.NF) Information abou 



bl 

b2 

b'7E 

b4 

b7D 

b6 

b7C 

b7A 


bl 

b4 

b7D 

b7A 


bl 

b4 

b7D 

b6 

Vn n r'’ 

b7A 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to p roduce the records personally 
to an employee of the Field Office. The institution 

should neither send the record's through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in aii} 


manner . 

NSL VIO-11002 


b2 

b7E 
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(U) The 


Field Office should remind the 


institution that it is pronioited from disclosing that the FBI 
has made this request. 


b2 

b7E 


(U) Any questions regar ding the above can be directed 


to FBIHQ, SSa [ | (202f Should the 

institution be unable to fully comply with this request due to 
lack of specificity or should the institution re qiaire more 


detailed information to locate such r ecords . 
Office should immediately contact SSa| 
additional information. 




I 




Field 


LEAD(s) : 

Set Lead 1; (Action) 


b2 

b7E 


(U) Hand deliver enclosed NSL as indicated above. 
Upon rece ipt of _ requested records, notify SSA[ 

(202) 324 


o coordinate immediate delivery or recoras no 


FBIHQ, Councercerrorism Division, CTD/CXS/EOPS , Room 4343 


b2 

b6 

b7C 


Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) READ AND CLEAR. 


Set Lead 4 : (Info) 


INVESTIGATIVE TECHNOLOGY 


AT 


(U) READ AND CLEAR. 
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b7 
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Precedence: IMMEDIATE 


Date; 5/3/2005 


To: General Counsel 

Counterterrorism 


Field 


Attn : 


Attn : 


Attn ; 


DGG Julie F. Thomas 
UC 


CTItct 
SSA 
SSA 


ITOS—LZC 

SIA^ 


lA 


From: Counterterrorism 

Electronic Su rveillance O peratinn. q ITnif 


Contact: TIS 


(202-323 


SEASOHT 1.4 !c/dj 


ffisi: la ;TS; : IMSL&SSlflED^ EXCEPT 
IJHEPE M0«: Ci^g.®l:SE 


Rm 4363 


Approved By : Thomas Jul i e F 


Huion Wiiiie T 

Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 
Case ID #: 



f SL (Pending) 
NSL 


Title : 


(U) 


(S) 


X 


EOPSi 

NSL 


TOLL RECORDS; 

NATIONAL SECURITY LETTERS (NSLs) 


iU) 


b2 

b7E 

b6 

b7C 


bl 

b2 

b6 

b7C 

b7A 


Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 


(U) X 



Case ID 


ISL 

Serial : 



bl 



■NSL 




b7A 

(S) 

b fa r -iiy ' uij ua a /b 


^fe^^NSLJ/^y-11004 

51661 
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Enclosed for the[ 

and a copy|— a wpit- i nn; 

dressed tc 


Field Office is 
rity L etter, dat ed 

Attn : I I 


information 
provided to 


I requesting 

Lronic communications services 





(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the| Field Office. The 

institution should neither send tne recoras through the mail, 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 


(U) The 


Field Office should remind the 

NSLVIO-11005 






Page 
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institution that it is prohibited from disclosing that the FBI 
has made this request . 


FBIHQ, SSA 


(U) A ny questions regar ding the above can be directed to 


Should the 


(202) 324 

institution be unable to fully comply with ' this request due to 
lack of specificity or should the institution r equire more 
detailed information to locate such records , thef 
Field Office should immediately contact SSA 
for additional information. 


LEAD (s) : 

Set Lead 1: (Action) 





b2 

b'7E 


(U) Hand deliver enclosed NSL as in dicated abov e. 
Upo n rece ipt of requested records, notify TIS 


323 ( to coordinate immediate delivery of records to 

Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 


( 202 ) 

BIHQ, 


Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


information : 
requirements 


NSLB is requested to record the appropriate 
:eeded to fulfill the Congressional reporting 
for NSLs . 


Set Lead 3: (Info) 


COUNTERTERRORI SM 

AT ITOS Il | I 

(U) Read and Clear. 
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b 6 
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NSL VIO-11006 


D" O' D' 




Page 


1 


Worl^ng Copy 


Precedence: PRIORITY 
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UC 
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CTLU-1 


Attn; 


UC 
UC 
SI^ 


Trie 
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FT^AU 


From: 


Counterterrorism 

EOPS Unit/ex S/Rcom 4-^43 
Contact : lA 


Approved By: Thomas Julie F 


Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


202-324 

b2 

b"/E 

b6 

b7C 


Title ; 
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DATE: 07-27-2007 

PEA30E: 1.4 (c/df 
PECUSSIF^' ON: 07-27-2052 


bl 

b2 

b7A 


(U) 


Synopsisi Approves the issuance of an ECPA National 

Security L^t^r (NSL) provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


(U) 


X 



(S) 

Case ID 


bl 

b2 

b'7l 


66P-HO-C'13033Vb 


SL 

INSL 
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bl 


(S) 


SE^T NSL VIO-1 1007 

(S) 
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Enclosure (s) : (U) Enclosed for the Field 

Office is an original and copy of a National Security L etter, 
dated 04/25/2005. addressed tol I 


billing records, and electronic communication transactional 
records for the e-mail accounts specified below: 
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b7C 

b7A 



(u) This electronic communication documents both 

the appro^l of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following e-mail accounts; 


(SI 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the 
institution receiving the enclosed lette r to produce th e 


records personally to an employee fo the 


Field 


Office. The institution should neither send tne records 
through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any 
telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 


b2 

b7E 


(U) The Field Office should remind 

the institution that it is pronibited from disclosing that the 
FBI made this request. 

(U) Any que stions regarding the a bove can be 


b2 


7E 


directe d to FBIHQ. 
and SSA 


UC 


] at (202) 324 


] at (202) 324r 


Should the 


institution be unable to tuily comply with this request due to 

lack of specificity or should the institution re quire more 

detailed information to locate such record s , the I 

Field Office should immediately contact UC for 

additional information. 


’o9 

^..1 

b7E 

b6 

b7C 


LEAD(s) : 

Set Lead 1: (Action) 


b2 


AT 


7E 


above . 


(U) Hand deliver the enclosed NSL as indicated 
Upon receipt of requested 


b6 

rb '’7 C" 
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(202) 324j I to coordinate immediate delivery of 

records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , 

Room 4343. b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational 

purpose only. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 


(U) 


for informational purpose only. 


b2 


Set Lead 5; (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 


(U) for informational purpose only. 


Set Lead 6; (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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From: 
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EOPS Uni t/CX S /Room 4i4:^ 
Contact: IaI 


202-324 
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Approved By : 


Drafted By: 


Thomas Julie F 


Willie Hulon T — 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Case ID #: 


(S) 

(S) 


6^f-MO-C1505575 


pSL 

[nsl 


b2 

b7E 

b6 

b'7C 


(Pending) 


Title: (S) 





EUPS 




DATE: b7-2?-:b07 
CLASPS S' dM/sSr^iaai 

REASOM: 1,4 Jc/d) 
DEE;tASSiEY;;;01:;bbi37l2!Gi2 


hi 

b2 

b7A 


Synopsis: ^ Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if* 
necessary, transmits the NSL for delivery to the U.S. Company. 






Enclosure (s) : 

(U) Enclosed for the 


Field Office is an 


original and copy of a National Security Letter, dated 


bl 

b2 

b7E 


b2 

b7E 


Case ID 


JSL 

-NSL 

Serial : 


(S) 

66F-HQ-C1303375 


SE^T NSL Vip^-JlOll 
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Page 


2 


WorkTing Copy 


04/22/2005, addressed to 




requesring recoras or aocumencs r or 


1 cransrer 


(S) 


bl 

b4 

b'?D 

b6 

b'?C 

b'7A 


Det-ails- (S//OC.NF) FISA DRRTVFn TMFORMATTON : The 




Security Law Branch and the certification for the enclosed NSL. 
mandatory reporting purp oses, the enclo sed NSL seeks 


records or documents for 
specified below: 


transfer number 


(S) 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the 
institution receiving the enclosed lette r to pr oduce the 


Field Office. 


records personally to an employee of the 

The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 


b2 

b7E 


bl 

b4 

b7D 

b6 

b7C 

b7A 


For 


bl 

b6 

b7C 

b7A 


bl 

b4 

b7D 

b6 

b7C 

b7A 


bl 




7D 

7A 


{U) The 


Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
made this request . 

(U) Any qu estions regarding the above can be 


directed to FBIHQ, UC 




at (202) 324 

-N$L VIO-11012 


b2 

b7] 

b2 

b6 
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Should the 


and SSA at (202) 324- 

institution oe uname co ruiiy comply with this request due to 
lack of specificity or should the institution re quire m ore 


detailed information to locate such records 
Office should immediately contact UC 
information. 


the 


Field 


for adhitional 


b2 

b7l5 

b6 


** FOOTNOTES** 

il"': Caveat: This document contains information derived from 
an electronic surveillance or physical search conducted under 
the Foreign Intelligence Surveillance Act (FISA) . Per 50 
U.S.C. Section 1806 (b) and 1825 (c) , such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

LEAD (s) : 

Set Lead 1 : (Action) 


AT 


b2 

b7E 


above 


(U) Hand deliver the enclosed NSL as indi cated 
Upon re ceipt of requested records, notify IA| 


(202) 324- 
records to FBIH^T" 
Room 4343 . 


Jto coordinate 

Counterterrorism 


immediate 

Division, 


delivery of 
CTD/CXS/EOPS, 


Set Lead 2 ; (Action) 
GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 


Set Lead 3: (Info) 


b2 

bo 

b7C 


COUNTERTERRORISM 


AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational 
purpose only. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 



IT 


NSL VIO-11013 
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AT WASHINGTON, D.C. 

(U) GEU/TFOS for informational purpose only. 


Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) 


for informational purpose only. 




Set Lead 6: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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Attn : 


Attn : 


Attn ; 


Date: 04/20/2005 

DG C Julie F. Thomas. C TLU- 1 
UCk \ \ CTLU-1 

ssir 

IT ol-iyCONUS 4/'1 'eam‘i5 

UC 

uc] \ 1T05-11 

UC r^AU 

SISS I 


From: Counterterrorism 

EOPS Unit /CX S /Room 4343 
Contact : 1 a| 


Approved By: 


wiiiie huion T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: | 

Case ID #: (S) 

(S) 
(II) 


Title : 



202-324 


(Pending) 



ALL IW^■uly2ATI!J^^ tOJn’AiHED 
ilEKEIM IS UifCLASSlFIED ^EXCEPT 
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L'ATE; U7-27-i:ija7 

CLASSIFIED BY 65179tbilri/!5£r7md5 

REASdM::7;l,:47S:£:/a): 

DECLASSIFY CJI: 07-27-2052 


Synopsis: ' Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


X 


CTa^sifigd__^ : 7566_^ 

Reason 

Decl^ss-tty''On: — ■ 
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bl 

b4 

b7 

b7 

(S) This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail accounts: 

b 4 

b7D 

b7A 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 


to an employee fo the 


Field Office. The institution should 


neither send the records tnrougn cne mail, nor 

utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 


(U) The] Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
made this request . 


b2 

b7E 


b2 

b7I 


(U 

to FBIHO, UCI 

) Anv auestions reaardina the above can be directed 



at (202) 324-J 

and SSA 


at (2U2) 324 



Shoulc 

[ the institution 


specificity or should the institution r equire more det ailed 


information to locate such records, the 
Office should immediately contact UC 
information . 


tor additi 


Field 

onal 


b2 

b7E 

b6 

b7C 


** FOOTNOTES** 

il': Caveat: This document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA), Per 50 U.S.C. 

Section 1806 (b) and 1825 (c) , such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD ( s ) : 

Set Lead 1: (Action) 


b2 

b7E 


NSLVIO-11017 


> a 
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AT 


-b2 

b7E 


(U) Hand deliver the enclosed NSL as 
Upo n rece ipt of requested records, notify IaI 


324 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 


indicated a bove . 

( 202 ) 


to coordinate immediate delivery of records to FBIHQ, 


Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs , 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 

Set Lead 4: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 


(U) 


for 


informational 


purpose only. 


b2 

b6 
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Set Lead 5: (Info) 

COUNTERTERRORI SM 


AT WASHINGTON, D.C. 


(U) 



for informational purpose only. 


Set Lead 6: (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, D.C. 
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EOPS Unit/CXa 
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Approved By: Thomas Ju. 


Attn : 

DGC 


uc[ 

Attn : 

SSA 
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uc[ 

Attn: 
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Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 
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■mS-L CfTKEFtJISE 


202-324- 

I>ATS: 07-Z7-20G7 
eupiFiEt:^:BYt65i79:& 

b2 

5EA3GM; 1.4 -(c/d) 

b7E 

OECLASSIF/ OH: 07-27-2032 

b6 


b'7C 



Drafted By: 
Case ID #: 


i: (S) 

(S) 
(U) 



Title; 


66F-HQ-C1303375 


[Pending) 



Synopsis: jX) Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U)- ~Cra^Birfd.ed__B^ 1566^,_J2XStC7^ 

Reason 

DgciasSlTiron : 



Case ID 



Serial 




NSL V10^-£i020 
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Enclosure ( s) : (U) Enclosed for the| |Field Office 

is an original and copy nf ^ 

04/20/2005, addressed to 


I requesuing names, 

addresses , length ot service , hilling records, and electronic 
communication transactional records for the e-mail account 
specified below: 


Details 


0C,NF 


FISA DERIVED INFORMATION: The conversations 


(S//0C,NF) 


S//OC.NF 


(S//0C,NF) 


(u> JSi:; This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the 















Page 
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(SI- 


subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 
o 4 
b7D 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to nro duce the records personally 
to an employee fo the Field Office. The b2 

institution should neither send the records through the mail, nor b7E 
utilize the name of the subject or any iden;tifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 


(U) The|_ 

institution that it is prohibited 
made this request. 


Field Office should remind the 
from disclosing that the FBI 


b2 

b7E 


(U)_ 

Any questions regarding 

the above 

can 

to FBIHQ, UCl 


at 

(202) 324{ 



At (2U2) 324 


J Should 

the 


be unable to 
specificity or should the institution r erru-i re 
information to locate such records, thel 
Office should immediately contact UC 
information . 


to 

more 


]for additi 


be directed 
and SSA 
institution 
ck of 
det^ a Sled 
Field 
onal 


b2 

b7E 

b6 

ta7C 


** FOOTNOTES** 


il': Caveat: This document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 

Section 1806 (b) and 1825 (c) , such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD ( s ) : 


Set Lead 1: (Action) 


b2 

b7E 


AT 


(U) Hand deliver the enclosed NSL as 
rece ipt of requested records, notify lA 
to coordinate immediate delivery of 
Counter terror ism Division, CTD/CXS/EOPS , Room 


UpOil 

324 


indicated a 


records 
4343 . 


3 

( 


ove . 
202 ) 


to FBIHQ, 
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b6 
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Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 


(U) 


for informational purpose only. 


b2 


Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) for informational purpose only. 


Set Lead 6: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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Precedence : IMMEDIATE 

To: General Counsel 

Counterterrorism 


Date: 04/19/2005 

Attn : 

UC 


Attn : 
Attn; 

Attn : 


DGC Julie F. Thomas 
NSLE 


CTLUl 

IT OS I /CONUS 1/TEAM 3 

ucf 


TKT 
EC*T 


siA r 

iaI 


iHOOT OTHERITISE 


1 |?pJEESZ SHOW 


From: Counterterrorism 

Electronic S urveillance Operat ions Unit, Rm 4 343 


Contact : lA 


(202) 324H 


Approved By: Thomas Julie F 

HUiOn Willie 1 — 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 


b2 

b7E 

b6 

b7C 


Case ID 
Title : 


(U) 


#: , , (S) 

[U) )><) 66F-HU-dT3Uli /b 
(S) 


^SL (Pending) 


bl 

b7A 


CLASS I TIED: ^ IT ; : 1 1 $ iMs/iis 5; '-ma j; 

REAS OH: 1.4 (c/d) 

RECLASSm' OM: 00-27-2032 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 



Enclosure 

original 


(s) : (U) Enclosed for the| | Field Office 

and a copy of a National Security Letter, dated 


is an 



ID 


NSL 

fcfcF-HO-C130337b 


Serial ; 

NSLVIO-11024 


bubyu 


b2 

b7E 


bl 

b7A 
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04 /19/20QB 


addre ssed to 

requesting names, addresses , length of service, 
hilling records, and electronic communication transactional 
records for the account holder assigned the IP address specified 
below . 


Page 

b4 

b7D 

b6 

b'7C 



Security Law Branch Deputy General Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address: 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 




1 


/! 

a. 


b7D 

n n 

! Jr\ 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of the Field Office. The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 


Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request . 


b2 

b7E 




b7E 


(U) Any questions regardin g the abo ve ca 


FBTHn. 


_ucl 


(202) 324H 


ye can be di rected to 
(202) 324-1 |or SSA 

Should the institution oe unanie 


tuily comply with this request due to lack of specificity or 
should the institution r equire more detailed information to 
locate such records, t hel iF ield Office should 


immediately contact UC| 
for additional information. 


or SSA 
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LEAD (s) : 

Set Lead 1 : (Action) 


b2 

b7E 


AT 


(U) Hand deliver enclosed NSL as indicated above. 
receipt o f requ ested records, notify SSa| 

( 202 ) 


324 


Upon 


to coordinate immediate delivery ot records to 


FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 


b 
b 
b7C 


AT WASHINGTON, DC 

(S) is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 


AT WASHINGTON DC 

(U) ITOS I/CONTJS l/Team 3 read and clear. 


Set Lead 4 : ( Info) 
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COUNTERTERRORISM 

AT WASHINGTON DC 
(U)| 


read and clear. 


DZ 


Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 
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National Security Law Branch 
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From : 


Counterterrorism 

Electronic S urveillance Operat ions Unit 
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Approved By: Thomas Julie F 
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Bennett Laurie J 
Rogers Glenn T 
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Drafted By: 

Case ID # ; _>S<^ 
(S) 


66F-HO-C1303375 


NSL 


(Pending) 

(Pending) 


Title: (S) 


bl 

b7A 


Synopsis^ Approves the issuance of an ECPA National Security 

Letter (NSL") ; provides reporting data; and, if necessary, 
transmits the NSL 

for delivery to the electronic communications service 
provider . 1 


131 


iS) 


(U) l75T~irved-J)r^m ’ 


7E 




Enclosure (s) : (U) Enclosed for the 


Field Office is an 


original and a copy of a National jecuritv Letter, dated 04/18/2 005. 
addressed to^ 


V. o 

b7E 

b6 

y-'.ir 

/ O 


,b7D 


Case ID 

S6F-HO-C1 303375 

Serial 




NSL __ _ 




NSLVI0-1102B 



K1 

S- 
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requesting names, addresses, length of service, b4 

Piliing records, and electronic communication transactional records b7D 
for the email address holder listed below. 



Branch for the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/eiectronic 
communication transactional records on the following e-mail address: 


bl 

b4 

b'7D 

b6 

b'7C 

b7A 


bl 

b4 

b7D 

b7A 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
cert i f ication . 


(U) Arrangements should be made with the institution receiving 
the en closed letter t o produce the records personally to an employee 
of the Field Office. The institution should neither send the 

records through the mail, nor utilize the name of the 

subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 


b2 

b7E 


(U) The 


Field Office should remind the 


institution that it is prohibited from disclosing that the FBI has 
made this request. 


b2 

b7E 


(U) Any questions reg arding th e abov e can be directed to FBIHQ, 


(202) 324 


or UC 


( 202 ) 


SSA 
324 

this request due to lack of specificity or should the institu tion 

the! 


Bnouia cne institution be unable to tuily comply with 


require mo re detailed information to locate such reco rds , 
1 [Fie ld Office shoul d immediately contact SSA| 

[or uc| Ifor additional information. 


b2 

b7E 

b6 

b7C 


LEAD(s) : 


Set Lead 1: (Action) 
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AT 



> O 

;7E 


(U) Hand deliver enclosed r < s . ^nH^r^^^pri ahmrp Upon 


receipt of requested records, notify 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3 : (Info) 

COUNTERTERRORISM 


apove , upc 

J (202) 324 


AT WASHINGTON, DC 

(U) ITOS 1/CONUS 1/Team 2 read and clear. 


d2 

'd6 

hlC 


Set Lead 4 : (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, DC 

(U) ■ CXS/ECAU/Team 1 read and clear. 
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Precedence: PRIORITY Date: 04/12/2005 



From : 


Counterterrorism 


EOPS Unit 
Contact : 



202 - 


324 ]^ 


Approved By : 


Thomas Julie F 



Lewis John E 


b2 

b7E 

b6 

b'7C 


Bennett Laurie J 
Roqers Glenn T 


Drafted By: 



Synopsis: TfcSj Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the U.S. Company. 








— Working Copy 


requesting records or documents tori 
specified below: ^ 


:ranster number 


Additionally, | 

to pro vide any and all records or documents regarding 
I transfers involving the following individuals: 








-"fS^ This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory rep orting purposes, the enclosed NSL seeks records or 
documents for :ransfer number specified below: 
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Additionally, 

to pro vide any and all records or documents regarding 
transfers involving the following individuals: 


(S) 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 

b4 

b7D 

b6 

b7C 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d lette r to produce the records personally 
to an employee of the Field Office. The institution should 

neither send the records tnrough the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


b.2 

b7E 


(U) The 


Field Office should remind the b'2 

institution that it is prohibited from disclosing that the FBI b7E 
made this request. 


(Uj 

to FBIHQ, UCl 


Any rme.stinns reaai^dina the above 

at (202) 324 


can he directed 
J and SSA 


Should the institution 


at (202) 324 

Pe uname to ruiiy comply with this request due to lack of 
specificity or should the institution r equire more detailed 


information to locate such rec ords, the 


immediately contact UC 


Field Office should 


for additional Information. 


b2 


jj 




bG 

b7C 


** FOOTNOTES** 


il': Caveat: This document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA) . Per 50 U.S.C. 

Section 1806 (b) and 1825 (c) , such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD(s) : 


Set Lead 1: (Action) 


AT 


b-2 

b7E 


(U) Hand deliver the enclosed NST. as indicated a 
Upo n rece ipt of requested records, notify lA 
324 


pove . 
( 202 ) 


po coordinate immediate delivery of records to FBIHQ, 


Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
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Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS- I/CONUS 4 /TEAM 15 for informational purpose 

only . 

Set Lead 4: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 

(U) GEU/TFOS for informational purpose only. 


Set Lead 5: (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, D.C. 

(u) r 


jfor informational purpose only. 


b2 


Set Lead 6 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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Precedence: PRIORITY Date: 04/11/2005 


To: General Counsel 

Counterterrorism 


Attn: 
Attn : 


Attn : 


DGC_Jlil_i_e_E: Thnma.c! 

UC 
SSAl 


CTLU- 1 


CTLU-1 


IT Olj-iy CONUS 4 /TEAM" 


15 




UC 
UC 
UC 

si£n 


iiUb-ii 


ECAU 


From; Counterterrorism 


EOPS Unit/CXS/Room 4343 



Contact : lA 


202-324 

1 


Approved By: Thomas Julie F 


Willie Huion T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By; 


b2 

b7E 

b6 


ALL. INHjSHATIOH COin'AIiHED 
HEPZIl-T Is UFtLiiggiFIEP EXCEPT 
TiTHEPE- SHOmr 0THEP.¥I® 


I'AIS 

fSEASOW; ,1.4 ,£c/,cl) 



bl 

b2 

b7A 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



Enclosure (s) 


(U) Enclosed for the 


Field Office 


is an original and copy of a National yecurity Letter, dated 


b2 

b7E 


Case ID 


(S) 


Serial 


bl 

b7A 


66F-HQ-C1303375 


s>s^T NSL viO-1 1035 


50836 
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b7A 



This electronic communication documents both the 


approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 

b4 

b7D 

b6 

b7C 

b7A 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 

NSL VIO-1 1036 
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Page 


receiving the enclose d letter to pro duce the records personally 


to an employee fo the 


Field Office. The 


institution should neitner sena tne records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 


(U) The 

institution that it 
made this request. 


IPield Office should remind the 
^ f: 


is prohibited from disclosing that the FBI 


b2 

b7E 


b7E 


lu Any questions reaar 

to FBIHQ. UC 

ding t 
1 at (2 

:ne anove can . 
>02) 324] 1 

1 

|at (202) •^54 


Should the 


specificity or should the institution r ecruire more det ailed 
information to locate such records, thef 
Office should immediately contact UC 
information . 


Field 
tor additional 


b2 

b7E 

b6 

b7C 


** FOOTNOTES** 

il'; Caveat: This document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA) . Per 50 U.S.C. 

Section 1806 (b) and 1825 (c) , such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD (s) : 

Set Lead 1: (Action) 


AT 


b7E 


(U) Hand deliver the enclosed NSL as indicated a bove. 
Upo n rece ipt of requested records, notify lA 


324 


to coordinate immediate delivery of 


Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
Set Lead 2: (Action) 


(202 

records to FBlHQ, 


b2 

b6 

b7C 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 


Set Lead 3 : (Info) 


NSLVIO-11037 
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COUNTERTERRORI SM 

AT -WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only . 

Set Lead 4 ; (Info) 


COUNTERTERRORI SM 

AT WASHINGTON, D.C. 
(U) I 


for informational purpose only. 


b2 


Set Lead 5: (Info) 

. COUNTERTERRORISM 

AT WASHINGTON, D.C. 


(U) 


for informational purpose only. 


b2 


Set Lead 6: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 
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requesting names, addresses, length of service, billing 
records, and electronic communication transactional records 
for the account holder assigned the IP address specified 
below . 


Details : 



X) This electronic communication documents the National 
Security Law Branch Deputy General Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following Email Address: 

(S) 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 


bl 

b4 

b7D 

bb 

■|r-> n 
Vs /\ 



bl 

b4 

b7D 

b7A 


Field Office. The 


personally to an employee of the| 

institution should neither send the records through the mail, 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner . 


b2 

b7I 


(U) The I Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 


DZ 

,b7E 


FBTHO. UP 


Any Questions regarding the above can be Hirpctpd to 



(202) 324- 

or SSA 



(202 ) 324-1 1 

Should the institution 

oe uname 


or should the institution 
locate such records, t he \ 
immediately contact UC | 
additional information. 


reauip re more detailed information to 
Field Officp should 


RTr SSA 


for 


b2 

b7E 

b6 
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LEAD ( s ) ; 


Set Lead 1: (Action) 




AT 



b2 

b7E 


(U) Hand deliver enclosed NSL as in dicated above. 
Unon rec eipt of r equest ed records, notify SSA 


(202) 324-f 


to coordinate delivery ot records to 
FB1H(J , Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 


Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

tuj NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3: (Info) 


COUNTERTERRORI SM 


AT WASHINGTON DC 

(U) ITOS I/CONUS 1/Team 3 read and clear. 


b2 

b6 

b7C 


Set Lead 4: (Info) 
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COUNTERTERRORISM 

AT WASHINGTON DC 
(U) I [ read and clear. 

Set Lead 5; (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 
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Date : 
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Attn : 


03/30/2005 


DATE: 07-27-2007 
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PEASOH: 1.4 t-eyd) 


SEGS&SSiFY;;BS!t;0;7»27;«;2Bg2 

DGC Julie F. Thomas 

NSL£ 

UC 

CT Un ' 

ssa I ~ 

ITOS I /CONUS 3/T~^M 10 

A/UC-l I 


ECAIJ 


Attn : 


From : 


Counterterrorism 


Electronic 
Contact : 


S urveillance Operation s trnit, R m 4 34 3 


lA 


202 324H 


Approved By : Thomas Julie F 


HUidn Willie 'i — 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 


(S 

{S 


Case ID #: 
Title: (S) 

lU) , 


66F-HQ-C1303375 


pSL (Pending) 

bl 


V-, T 7\ 

D / rt. 


Synopsis: — TTppTTTTT^rs — CTT^ — TS^TTHhce of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the 
communications service provider. 1 



b2 

b7S 

b6 

b7C 


Case ID ; 


SL 


Serial : 


r\ 1 
KJ -L 

(S) 

D D r -nv“ J- J w J o / J 
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Enclosure (s) : (U) Enclosed for the 

an original copy of a !.P>rr»^T-~ 

/in/2nnt . addresser) tol 


iField office is 

1- g»H 


addresses, length of service, and billing 
phone number listed below: 


requesting names, 
records for the 


(S) 


Details: - This document contains information derived 

from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA) . Per 
U.S.C. Section 1806 (b) and 1825 (c) , such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 


bl 

b2 

b7E 

b4 

b7D 

bG 

b7C 

b7A 


bl 



[U) The division point of contact (POC) is authorized to 

de^roy the attached products in a manner consistent with the 
level of classification upon determination that retention is 
no longer necessary to support an investigation or related 
activity. 



bl 

b7A 


bl 

b4 

b7D 

bb 

b7C 

b7A 









approval of the Deputy General Counsel of the National 
Security Law Branch and'the certification of the enclosed NSL. 

For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following phone number: 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 



(U) Arrangements should be made with the institution 
receiving the enclosed letter to 
personally to an employee of the 
institution should neither send 
nor utilize the name of the subject or any identifying b/E 

information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the b2 

institution that It is prohibited from disclosing that the FBI b/E 
has made this request. 


:he records 

[ Field Office. The 
Is through the mail. 


(U) Any nuestions regarding the abo ve can be di rected to 
FBIHQ. UCl (202) 324- j [ or SSA | 

(202) 324- Should the institution be unable 

to tuny comply with this request due to lack of specificity 
or should the institutio n require mor e detailed information to 
locate such records, t hel Field Office should 

immediately contact UC or asA for 

additional information. 
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LEAD(s) : 

Set Lead 1 : (Action) 


b2 

b7E 


AT 


(U) Hand deliver enclosed NSL as -inHicatpd abovt^ 
Upon rece ipt of re puent^ d records, notify SSA 


(202) 324 


to coordinate immediate delivery of 


to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , 


recoras 
Room 4343 


Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 

(U) ITOS I/CONUS 3/Team 10 Read and Clear. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 
(U) Read and Clear. 


b2 

b6 

b7C 


s. 
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Set Lead 5: (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, DC 
(U) ECAU Read and Clear 
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Precedence : PRIORITY 


Date: 03/08/2005 


To: General Counsel 


Counterterrorism 


Attn: Deputy General Counsel 


Julie F. Thomas 
NS LB 


UC 

CTLU 

-I 

Attn: A/UC 

ECAU 
A/UCi 





Attn: SiSS 



From : 


Counterterrori sm 

Electronic 1 1 nri(=>T'a h i' rm q ITn-ih Rm 4 343 


Contact: SSA 


Approved Ry: Thomas Jij] ie F 


Huron wiiiie r 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 


Case ID #: (S) 


(202) 324 


b2 

b7E 

b6 

b7C 



NSL (Pending) 


JjLL IHFQPJSATIOa COIfTAIHEI 
lEPZm IS UNCLASSIiTEI> EXC 
iTOEBZ Srfbtll OTHEP.lJlSE 


DA're: 07-27-2007 

CLASSIFIED BY 65179'4itth/)J3X/K.3'3 

pAS£tS:;bi4;;;(Ep^^ 

DECLA3SiFY;:0K:7t7i-2Ss2032 


Title: (S) 

(U) . 


bl 

b7A 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NL) ; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 1 



1 Caveat This document contains information obtained or 

derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act (FISA) , 
50 U.S.C. Section 1806(b). Such information shall not be used in 
any criminal or administrative proceeding, including grand jury 
proceedings and warrant affidavits, without the prior written 
approval of the Attorney General of the United States. 
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Enclosure {s) : (U) Enclosed for the 

are an original and a co nv of a National 
03/08/2005, addressed tol 


Field Office 
■secnr . -1 tv" TiRtter. dated 


addresses , length ot service , hilling records, 
communication transactional records for the account 
assigned the e-mail address specified below. 


requesting names, 
and electronic 
holder 


(S) 


Details: (S//NF.0C) 


(U) Arrangements should be made with the institution receiving 
the enclosed le tter to produce the records personally to an 
employee of the Field Office. The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


bl 

b2 

b'/E 

b4 

b'7D 

b6 

b7C 

b'7A 


bl 

b4 

b7D 

b6 

b7C 

b7A 


b2 

b7E 


(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 


b2 

b7E 


(U) Anv Questions reaardina the abov^ r-an tn 

FBIHO. UCl (202) 324- 


or SSA 



to 


fully comply with this request due to lack of specificity or 
should the institution r enuire more del^ ailed information to 
locate such records, the 
immediately contact UC 
additional information 


or SSA 


Field Office should 


for 


b2 

b7E 

b6 

b7C 


ET NSL VIO-11049 
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LEAD ( s ) : 

Set Lead 1: (Action) 




AT 



b2 

b7E 


(U) Hand deliver enclosed NSL as inrii rated alr^ nve 
TTnnn — r^eipt of r emieet ed records, notify SSA 


recoras 
4343 . 


(202) 324 

to FBIHQ, 


to coordinate immediate delivery of 


Counterterrorism Division, CTD/CXS/EOPS , Room 


Set Lead 2 : (Action) 

GENERAL COUNSEL 


b2 

b6 

b7C 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the congressional reporting 
requirement for NSLs . 

Set Lead 3; (Info) 

COUNTERTERRORI SM 


AT WASHINGTON, DC 
(U) ECAU read and clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 


(U) read and clear. 
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Counterterrorism 


Date ; 
Attn; 
Attn : 


03/01/2005 
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bSEEDI 
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UC 
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SSA 
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Attn: SSAl 
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Electronic Su rveillance Operations U nit. Rm 4 34 3 EE Cl:ASSi:FYtGH;:t^ 


SSM 


Contact : 

Approved Ry: Thninan Julie F 


(202) 324-| ] 


Huion Willie i 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


Drafted By: 
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b7E 

b6 
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Case ID #: (S) 
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Title : 


HO-oiJUJ J I 3 


(S) 


(U) ^ 

Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 


[NSL (Pending) 

bl 
b7A 


(u) 





bl 


b7E 


Field Office is an 


Enclosure (s) : (U) Enclosed for the 

original and a copy of a National Security Letter, dated 
03/01/2005, addressed tof 


1 


requesting names, addresses, length of service , billing records , 


Case ID 

(S) 


65P-HO-Ci303375 


NSL 


Serial 

se^T NSL VlO-jl^pSl 


b2 
b7E 
b4 
b7D 
-b6 . 
b7C 
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and electronic communication transactional records for the 
account holder assigned the IP address specified below. 



the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 


Vh 1 
. 1 . 

b4 

b7D 

b7C 

b7A 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce^ the records personally 
to an employee of the | Field Office. The institution should t;? 

neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) 

that it 
request . 


The | 

is prohibits 


3 


Field Office should remind the institution 
from disclosing that the FBI has made this 


b2 

b7E 


FBIHQ, Ucf 


(U) Any questions reoardin g the abo ve can be di rected to 


(202) 324-£ 


(202} 324 ] 1 or SSa[ 


Should the institution be unable to 
tuny comply 'with this request due to lack of specificity or 


should the institution r 
locate suc h record s . the 


contact UC 
inf ormationT 


^auire ry. 


or SSA^ 


ore detailed information to 
Field Office sh ould immediately 
for additional 


07 E 
bb 
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LEAD(s) : 

Set Lead 1: (Action) 


ATI 


b2 

b7E 


(U) Hand delayer enclosed MSI 
receipt o f requ ested records, notify SSA| 

(202) 324 | ) to coordinate immediate delivery or 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , 




Upon 


recoras 
Room 4343 . 
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Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3; (Info) 


COUNTERTERRORISM 


AT WASHINGTON DC 

(U) ITOS I/CONUS 1/Team 3 read and clear. 
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AT WASHINGTON DC 
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Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 
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Attn ; 
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From; Counterterrorism 

Electronic Su rveillance Operations U nit. Rm 4 343 


SSA 


Contact : 

Approved By: Thomas Julie F 


Huion wiiiie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


(202) 324| 

b2 

b7E 

b6 

b7C 


Drafted By: 
Case ID #: 

<U), 



:) 66?-HO-C1305375 


NSL (Pending) 


Title ; 


(S) 


bl 

b7A 


(U) 

Synopsis: Approves the issuance of an ECPA National 

Security Letber (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 


(U) 


X 



iniTK" 


bl 

b2 

b7E 


Field Office is an 


Enclosure (s) : (U) Enclosed for the 

original and a copy of a Nati onal Security T.etter. dated 

03/01/2005, addre ssed to 


Pilling records. 


requesting names, addresses , length ot service, 
and electronic communication transactional 


Case ID 

(S) 


NSL 


Serial 


66F-HQ-C1303375 
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records for the account holder assigned the IP address specified 
below . 


n^t- ^ 1 o ■ t c / /MT? r\c'\ 


This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address; 

(£) [ 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 


bl 

b4 

b7D 

b6 

t ^ 

^ I 

hi A 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of the Field Office. The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


b2 

b7E 


(U) The 


|Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 


b2 

b7E 


(U) Any questions regardi ng the abo ve can be di rected to 


FBIHQ, UC 


](2U2j 


TZT 




:202) 324j 


or SSA 


Should the institution be unable to 


fully comply with this request due to lack of specificity or 
should the institution r equire more detailed information to 
locate such records, t hel ' 

immediately contact UC |or SSA| |for 

additional information. 
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Set Lead 1: (Action) 
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at| b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt o f requ ested records, notify SSA 

(2 02) 324 to coordinate immediate delivery oi; recoras co 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4343. b2 

b6 

Set Lead 2: (Action) b7T 

GENERAL COUNSEL 

AT WASHINGTON, DC 

lU) - . 

^>§5^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 

(U) ITOS I /CONUS 1/Team 3 read and clear. 

Set Lead 4: (Info) 
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read and clear. 
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Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC'-“' 

(U) ECAU read and clear. 
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A/UC 
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Attn: SISS 



CXS . ECAU 


From: Counterterrorism 

EOPS Unit/CX S/Room 4542 
Contact : lA^ 


202-324 




Approved By : 


Thoman Julie P 


Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 


b2 

b'7E 

b6 

b7C 


Drafted By: 


Case ID #: (S) 

(S) 
(U) ^ 


bfeF-HU-C13U337b 


^SL (Pending) 
^NSL 


Title: (S) 





EOPS 




bl 

b2 

blA 


m 

Synopsis: (X) Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



Enclosure (s) : (U) Encl( 
is an original and copy < 
02/18/2005, addressed to 

osed for the 
of a Nations' 

Field Office 

; Security Letter. dated 




rd(^U55Cih^ , afidYSSSes, length 6t SStvidS, filiiih^ I'ecords , 


b2 

b7E 

b4 

b7D 

b6 

b7C 


Case ID 

(S) 
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[nsl 
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and electronic communication transactional records for the e-mail 
accounts specified below; 


(S) 


hi 

b4 

b7D 

b7A 


Details: (S//OC,NF) 





(S//OC,NF) 


! a \ 1 




m- .. 


iX) This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 


bl 

b4 

b7D 

b6 

b7C 

b7A 


bl 

b4 

b7D 

b6 

b7C 

b7A 


bl 

b4 

b7D 

b6 

b7C 

b7A 


mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail accounts: 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National S 1 6 b( J ^ ^ make 


bl 

b4 

b7D 

b7A 
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the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 
to an employee of the Field Office. The 

institution should neicner sena cne records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 

institution that is prohibited from disclosing that the FBI 
made this request . 

■■■" (U) Any questions regard ing the ab ove ca n be d irected 

to FBIHQ. UC (202) 324- or SSA 

at 2U2-324 I SEould the institution be unaoie 

to fully OOiYiply with this request due to lack of specificity or 
should the institution r equire more det ailed information to 

locate such records, thfij Field Office should 

immediately contact UC of SSA for 

additional information. 

LEAD{s) : 

Set Lead 1: (Action) 


(U) Hand deliver the enclosed NSL as i 
Upo n rece ipt of requested records, notify lA 
324 to coordinate immediate delivery of records" 

Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

AT ITOS-I/CONUS 4 /TEAM 15 


(U) Read and Clear 
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Set Lead 4 : (Info) 

COUNTERTERROR ISM 


AT WASHINGTON, DC 


AT 


(U) Read and Clear. 
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Set Lead 5: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
AT ECAU 

(U) Read and Clear. 
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Counterterrorism 


EOPS Unit 
Contact : 



202-324 




Approved Bv: _ Thomas Julie F 
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b7E 
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b7C 


Drafted By; 



(U) 

Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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This electronic communication documents both the 
approval ofthe Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 



(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclosed letter to produpe the records personally 
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to an employee of the Field Office. The 

institution should neither send tile records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 


(U) The 


Field Office should remind the 


institution that it is prohibited from disclosing that the FBI 
made this request. 


b2 

b7E 


b2 

b7E 


to FBIHQ 




Any quest inns regard 


at 202-3^4 C 
to ruiiy comply with this 


ng the above 
(202) 324- 

Should the institu 


can be d irected 

1 or SSA 

1 " 


bon be unable 


request due to lack of specificity or 


should the institution require more det 

:ailed information to 

locate such records, the 1 


□ 

Field Office should 

immediately contact UC 

of SSA 



for 


DZ 

b7E 

b6 

b7C 


LBAD(s) : 

Set Lead 1: (Action) 




AT 



b2 


7E 


(U) Hand deliver the enclosed 
Upo n rece ipt of requested records, notify IAI 


Mc;T. an 


ed above . 
( 202 ) 


324 j Ito coordinate immediate delivery of records to FHiHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 

AT ITOS-I/CONUS 4/TEAM 15 
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b7C 
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AT 
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COUNTERTERRORISM 

AT WASHINGTON, DC 
AT ECAU 

(U) Read and Clear. 
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Date : 


Attn : 
Attn : 
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02/08/2005 
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CTLU- 1 


IT OS-I/CONUS 4 /T EW 15 


UC 


A/Ua 



Attn: SISS 



ITOS -II;j 
ECAU 


From: 


Counterterrorism 

EOPS Uni t/CX .S /Room 4.14 .1 
Contact : Ia| 


202-324 


Approved By: Thomas Julie F 


miie" T mT 5H~^ 

Lewis John E 
Bennett Laurie J 
Roqers Glenn T 
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Drafted By: 
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(Pending) 


66F-HQ-C1303375 


Title : 


(S) 





EUPS' 



bl 

b2 

b7A 


(U) 

Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


lUI ■ 





(U) Enclosed for the 


Enclosure (s) : 

is an original and copy of a National Security Letter 
01/25/2004. addressed tol 


Field Office 
dated 


requesting names, addresses , length of service , Pilling records , 
and electronic communication transactional records for the e-mail 


b2 

b7E 

b6 

b7C 

b4 

b7 


Case ID 


JSL Serial : 



. (S) 


•NSL 
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fci bb'-HU-C13 U33 7 b 

s' 6 b^t NSLVIO -11068 
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b7D 

b6 

b7C 

b7A 
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b4 

b7D 

b7A 

bl 

b4 

b7D 

b7 
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b7A 
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b4 

b7D 

b6 
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I bl 

*'■” This electronic communication documents both the b4 

approval of the Deputy General Counsel of the National Security b7D 

Law Branch and the certification for the enclosed NSL. For 't-.'-rn 

mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 


(S) L 

{U} On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 

b4 

b7D 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 

to an employee fo the Field Office. The 

institution should neither send the r^ords through the mail, nor 
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utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Office should remind the 

institution that it is prohibited from disclosing that the FBI 
made this request. 

(U) Any rmestinns regarding the ab ove ca n be directed 

to FBIHQ, UC I (202) 324- Should the 

institution be unable to fully comply with this request due to 

lack of specificity or should the institution re quire more 

detailed information to locate such record s. ther~ 

Field Office should immediately contact UC tor aaaitional 

information. 

LEAD(s) : 

Set Lead 1: (Action) 


(U) Hand deliver the enclosed NSL as indicat ed above, 
Upo n rece ipt of requested records, notify lA (202) 

324 | to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 

Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate ^ 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3 : (Info) 

COUNTERTERRORI SM 

AT ITOS-I/CONUS 4 /TEAM 15 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORI SM 

AT I I b2 

(U) Read and Clear, 
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Set Lead 5: (Info) 

COUNTERTERRORISM 
AT ECAU 

(U) Read and Clear. 
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To : General Counsel 

Counterterrorism 


Date: 01/27/2005 
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Attn: SSA 

ITOSiZZI 

A/UC|^ 

ITOSpl. 

A/UC 



CXS, 

/ECAU 


Attn: SSA 



From: Counterterrorism 

Electronic Su rveillance Operati ons Unit, 
Contact: SSA | | (2Q2) 324 

Approved By: Thomas Julie 


Drafted By: 
Case ID #: (S) 
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Title: (S) 



SL (Pending) 

]r~\ 1 
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(U) I I 

Synopsis: Approves the issuance of an ECPA National 

Security Lector (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 

'Ciassified By: 7566, 07-27-id07 

~ DECLASSIFY- OM:- 07-27-2032 

m bi 

b2 

I 1 b7E 

at lT-«j_n_T ‘ 


Enclosure (s) : (U) Enclosed for the[ 
an original and a copy o f a Nationa 
01/27/2005 ■ addressed tol 


[Field Office is 
^ Letter, dated 
I Attn:l 1 


requesting 

names , addresses , length of service, billing records, and 
electronic communication transactional records for the IP 
addresses specified below: 



Serial 
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^^5^This electronic cominunication documents both the 
approval of the Deputy General Counsel of the National 
Security Law Branch and the certification of the enclosed NSL 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
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(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce Ch e records 
personally to an employee of the| Field Office. The 

institution should neither send the records through the mail, 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 


(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 



(U) ^ 

, ucl 


(U) Any questions regardin g the abo ve can be di rected to 
FBIHQ, ucl I (202) 324] | or SSA 

(202) 324-1 Should the institution be unable 

To ruiiy comply with this request due to lack of specificity 
or should the institutio n require m ore detailed information to 

locate such records, t hel F ield Office should 

immediately contact UC or ssA for 

additional information. 
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LEAD (s) : 

Set Lead 1: (Action) 

FIELD OFFICE 


AT 


IDZ 

b7E 


(U) Hand deliver enclosed NSL as in dicated above. 
Upon rece ipt of re gueste d records, notify SSA 


(202) 324- I to coordinate immediate delivery ot 
records "to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , 
Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3: (Info) 


COUNTERTERRORISM 

AT ITOS I /CONUS 3 /Team 9 
(U) Read and Clear. 

Set Lead 4: (Info) 


COUNTERTERROR I SM 


AT 


(U) Read and Clear. 
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(U) Read and Clear 
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Attn: 

Attn: 
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Date: 01/26/2005 
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Attn: 


ITOS -l/CUNUS 4/TEAM 
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ITOS 
A/UC 
SISS 


15 


CXS . ECAU 


From : 


Counterterror i sm 

EOPS Unit/CX S/Room 4343 
Contact: lA^ 


202-324^ 


Approved Bv:_ Thomas Julie F 


Drafted By: 


Case ID #: (S) 

(S) 

(U) M) 



b2 

b'7E 

b6 

b'7C 


[ISL (Pending) 
NSL 
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icEriE simw -aimmsE 
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Title: (S) 


(U) 


EUPS 

NSL 


bl 

b2 

b7A 


Synopsis: Approves the issuance of an ECPA National 

Security Letcher (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


(U) 


M 


Enclosure (s) : (U) Enclosed for the 

is an original and copy of a Natinna 



01/25/2004, addressed tcT 


Field Office 
Security T.etfer. dated 


requesting names, audrysses, — lengtn ui service, niiiing tecords , 
and electronic communication transactional records for the e-mail 
account specified below: 


(S) 


1 

-L 

9 

7E 
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-> 1 


b7D 

b6 

b7C 

b7A 


Case ID 

(S) 


66F-HQ-C1303375 


SL 

NSL 



b7A 









Law Branch and the certification for the enclosed NSL. For 


mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 


records on the following e-mail account: 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 

b4 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enel ns ^H nr-n Huep the records personally 

to an employee of the Field Office. The 

institution should neicner sena tne records through the mail, nor 
utilize the name of the subject or any identifying information b2 

related to the subject in any telephone calls to the FBI. The b7E 

institution should not contact FBIHQ directly in any manner. 


(U) The [ Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
made this request. ^ / 


b2 

b7E 
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(U) 

to FBIHQ, UC 


Anv mipfttinnfi rpnanri 

inq the above can be directed 


(202) 324' 


Should the b 


lack of specificity or should the institution re quire more 
detailed information to locate such records . thef 
Field Office should immediately contact UC 
information . 


tor additional 


b7 E 

b6 

b7C 


LEAD(s) : 

Set Lead 1: (Action) 


b2 

b7E 


AT 


(U) Hand deliver the enclosed 
Upo n rece ipt of requested records, notify lA 
324^ to coordinate immediate delivery of 


NSL as indicat ed above 


fSOOfdS to FB 
Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


( 202 ) 

HQ, 


b2 

b6 

b7C 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3 : (Info) 

COUNTERTERRORI SM 

AT ITOS-I/CONUS 4 /TEAM 15 

(U) Read and Clear. 

Set Lead 4 : (Info) 


COUNTERTERRORI SM 
AT 


b: 


(U) Read and Clear, 


NSL VIO-11095 
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Set Lead 5: (Info) 

COUNTERTERRORISM 
AT ECAU 

(U) Read and Clear. 
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Precedence : PRIORITY 


Date: 01/25/2005 


To : General Counsel 
Counterterrorism 


Attn; 
Attn ; 


Attn ; 


From: Counterterrorism 

EOPS Unit /CX S /Room 4242 
Contact: lA 


'li 


UC 

ss 

TTn.q-T /criMTTc; 4 /tkam m 
A/UCI 
ITOS-m 
A/UC 
SISS 


CTLU-1 


202-324 


CXS . ECAU 


DECEASSIF/ Oir; :07-27-2032 


Approved Bv:_ Thomas Julie F 


Drafted By: 


Case ID #; (S) 

(S) 


m 

Title: (S) 

(U) . 


6bF-HU-Ci3U33'/b 


vISL (Pending) 
-NSL 


EOPS 

NSL 


b2 

bVE 

b6 

b7C 


bl 

b2 

b7A 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



Enclosure ( s) 


(U) Enclosed for the 


Field Office 


is an original and copy of a National Security Letter, dated 


01/25/2004. addressed tol 


requesting names, aaaresses , length of service, Piliing records , 
and electronic communication transactional records for the e-mail 
account specified below: 


(S) 


bl 

b2 

b7E 

b4 

b7D 

b6 

b7C 


Case ID : 


rSL Serial 


hi 1 


L LL'.Ul\ / M J i 1 J i ■ j L * 

NSL 


b7A 


b77i -- 


(S) 




NSL VIO-11097 








Details: (S//OC,NF) 


This electronic communication documents both the 
approval dr the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 


bl 

b4 

b7D 

b6 

b7C 

b7A 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


bl 

b4 

b7D 

b'/A. 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 
to an employee fo the | Field Office. The b2 

institution should neither send the records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 


(U) The [Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
made this request. 



to FBIHQ, 


(U) 

UC 


Anv nupstinns reaard 

hnq the above ca. 


^(2(^) 324- 



,n be directed 
Should the 


C' 

b7C 


NSL VIO-11098 
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Working Copy 

institution be unable to fully comply with this request due to 


Field Office should immediately contact UC 
information . 

LEAD (s) : 

Set Lead 1 : (Action) 

b7E 


s, thel 



1 lor aaaicional 


b2 

b7 

bb 

b7 


AT 


(U) Hand deliver the enclosed 
Upon receipt of requested records, notify IA| 
324-1 


NSL as indi catted ^above . 

( 202 ) 


to coordinate immediate delivery of records to FBIHQ, 


Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 


b2 

bb 

b7C 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORI SM 

AT ITOS-I/CONUS 4 /TEAM 15 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORI SM 

AT b2 

(U) Read and Clear. 


Set Lead 5: (Info) 

COUNTERTERRORISM 



NSL VIO-11099 
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AT ECAU 

(U) Read and Clear. 
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Precedence : IMMEDIATE 

To : General Counsel 

Counterterrorism 


Wording Copy 

Date: 01/24/2005 

Attn: UC 


ALL IKFOEiyiTIOJI COFTAIHEE 
HEPEIK IS IWCLASSIFIED EJ^CEPT 

Page 1 

DA1i;:::;a?-2;*5;s20a'7 
CtAS3XFIte;;;3t/6;5i"9.d^ 
RSASOK:;;;T.:s/fG/i; 


CTLt^ 

Attn: SSA^ 


ITQj. IKJUl^S 3 /TEAM 9 

A/ucr_ , 

ITOS^ 

A/UC 


cxsZECsrr 

Attn: SSA 


From: Counterterrorism 

___ Electronic Su: 
Contact : SSA 


rvfii nance Onerati 


Approved By: 


Thomas Julie 



Drafted By: 



Case ID #: (Si 


ISL (Pending) 


66F-HQ-C1303375 




ons Unit, Rm 43 43 
(202) 324-| ] 


b2 

b7E 

b6 

b7C 


b7A 


Title: (S) 

m .. 

Synopsis: ' Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 



Enclosure (s) : (U) Enclosed for the 


bl 
b2 
b7E 

Field Office is 


an original and a copy c 
01/242005. addressed to 1 

j)t a National .Securi tv I 

jetter, dated 


1 Ar.r.nJ 

1 


requesting 
;cords, and 

names, adoresses, lengtn or service, Pilling re 


electronic communication transactional records for the IP 
address specified below: 


(S) 


Case ID 

(SI 


66F-HO-Ci3UJ37b 


Nsl 


Serial 




45991 


bl 

b2 

b7E 

b4 

b7D 

b6 

b7C 

b7A 


NSL VIO-11101 


bl 

b"/A 






Page 


2 


Wor^^ng Copy 



Security Law Branch and the certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following IP address account; 

bl 

b4 

b7D 

(U) On 10/17/2003, the Director designated the FBI b7A 

official, signing the attached National Security Letter, to 
make the required certification. 


bl 

b4 

b7D 

b6 

b7A 


bl 

b4 

b7D 

b6 

b7C 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce th e records 
personally to an employee of the| |Field Office. The 
institution should neither send cne recoras through the mail, bz 
nor utilize the name of the subject or any identifying b/E 

information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 




ET 


NSL VIO-11102 



(U) The 


Working Copy 

Field Office should remind the 


institution that it is prohibited from disclosing that the FBI 
has made this request. 


Page 

b2 

b7E 


(U) 

FBIHO, UC 


t 


nv questions 


regardiji g the 
( 202 ) 


[202) 324 
To tuiiy comply with this 
or should the institutioi;! 
locate such records, t^ 
immediately contact UC 
additional information 


above 


can be di rected 
lor SSaI 


to 


324{ 

Should the institution’ ne unanie 
request due to lack of specificity 
require m ore detailed information to 
PjelU flff-ir-e should 

or SSA for 


b2 

b7 

b6 


LEAD is) : 

Set Lead 1: (Action) 


FIELD OFFICE 


AT 


b2 

b7E 


(U) Hand deliver enclosed NSL as in dicated above. 
Upon rec eipt of re queste d records, notify SSA 


Room 4343 


(202) 324 j to coordinate immediate delivery of 

to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 


Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the .Congressional reporting 

NSLVIO-11103 


)6 

;7C 
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requirements for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS 3 /Team 9 
(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

at | I b2 

(U) Read and Clear. 


Set Lead 5: (Info) 

COUNTERTERRORISM 
AT ECAU 

(U) Read and Clear 
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AIL IJIFCiRJ-IATIOK COIiTAIMED 
HERE IS ; ; IS ; OTGLisSSFIEB; ; ;S5 SePT 


Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 


SEC^T 

Working Copy 

Date: 01/21/2005 


Page 1 


Attn : 



From: Counterterrorism 

Electronic Sup^ej 
Contact: SSA^ 


Approved By : Thom, 


pns Unit, Rm 4343 
(202) 324| I 



Drafted By: 

Case ID #: (S}| |nsl (Pending) 

Ul ^ 66F-HQ-C1303375 

bl 

Title: (S) 

iU) 

Synopsis: ^ Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 

[III ~T!Ta^si£ied^y : 7 566_^^__CXS/€TrT^ 

Reason : 

DecJ.asedrfy'^On : XI — — ^ 

/<)|(si I h 2 


Field Office 
Letter, dated 


Enclosure (s) : (U) Enclosed for the | [ Field Office 

is an original and a cop y of a National Security Letter, date 
01/21/2005, addressed td 

requesting names 

aaaresses , lengcn or service , niiiing recoras, and electronic 
communication transactional records for the email account 
specified below: 


Case ID 

(£) 


66F-HQ-C130337S 




Serial [ 

NSL VIO-11105 


45989 











lU).. 

This electronic communication documents both the 
approval of the Deputy General Counsel of the National 
Security Law Branch and the certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing 
records/electronic communication 

transactional records on the following email account: bl 


b4 
b7D 
b7A 

{U} On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 



(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the re cords 

personally to an employee of the Field Office. 

The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should nqi cpatact FBIHQ directly in 



b2 

b7E 



NF 

Working Copy- 


Page 


any manner. 


(U) The 


Field Office should remind the 


institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regardin c? the abo ve can be di rected to 


FBIHO, Ucf 


:'20'2) r2A{ 


(202) 324 | I or SSA 
Should the institution 


oe unable 

to fully comply with this request due to lack of specificity 
or should the institutio n require more detailed information to 


locate such records, the 
immediately contact UC^ 


additional information. 


or SSA^ 


Field Office should 


b7E 

,b2 

b7E 

b6 

b7C 


for 


LEAD ( s ) : 

Set Lead 1: (Action) 

FIELD OFFICE 


AT 


I Lj 


(U) Hand deliver enclosed NSL as in dicated above. 
TTncn rpc f^-jpt- of re queste d records, notify SSA 


records 
Room 4343 . 

Set Lead 2: (Action) 
GENERAL COUNSEL 


]to coordinate immediate delivery ot 


(202) 324| 

to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 


b2 

b7C 


AT WASHINGTON, DC 


NSL VIO-11107 







^NF 
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NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3; (Info) 


COUNTERTERRORISM 

AT ITOS I/CONUS 4/Team 15 
(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT I I o 

(U) Read and Clear. 


Set Lead 5: (Info) 

COUNTERTERROR ISM 
AT ECAU 

(U) Read and Clear 



NSL VIO-11108 
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Precedence : PRIORITY 

To : General Counsel 

Counterterrorism 


Working Copy- 


Page 1 


Date: 01/21/2005 


All; ;; IMFOEHATIGSI : ;;COMTAIHED 
REF'^IH 13 UNCLASSIFTED EXCEPT 
KiEP£ faiOTO OUHERWISE 


Attn : 
Attn : 


Attn : 


UC] 
CTCnr; 


SSA 

TTOfi m.'UIMiJk TAl'TTgM 1( 


A/tV f 



1 

A U/C 



ECAU 


CLASSIFIED BY 6517Sdmh/J5sr/m.aj 
FEASOH; i. 4 'ic/d) 
DECLASSlEYlOifilBS-^ 


From: Counterterrorism 

Electronic Su rveillance Operati ons Unit, Rm 43 43 


Contact : SSA| 

Approved By : Thnm^i.q ,Tii1ip 


(202) 324-I I 


Drafted By: 

Case ID #: (S) 

(S) 

66F-HQ-C1303375 


Title : 


!U) 


(S) 




pSL (Pending) 


b: 

b'7A 


b2 

b'7E 

b6 

b7C 


rOMMTTMTr'ATTnM.q aMAT.V.qT.q ITMTT FPRCTAT. PROJECTS 


CUMMUNlCATlUiSIS ANALYSIS UNIT SPECIAL PROJECTS 


b6 

b7C 


Synopsis: yM/ Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the communications service provider. 1 



b2 

b7E 


Case ID 

(S) 



Serial : 

NSL VIO-11109 




46133 


bl 

b7A 











worKing Copy 


original cop 




iitsna 


[requesting names, addresses, lengt 

of service, and billing records for the phone number listed below 

(S) r ^ 

Details :■ ^ This document contains information derived 
from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA) . Per 
U.S.C. Section 1806 {b) and 1825 (c) , such information shall 

not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 


OC, NF 


OC, NF 









(U) This electronic communication documents both the approval of 

the Deputy General Counsel of the National Security Law Branch and 
the certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL~ "seeks subscriber/billing 

records/electronic communication transactional records on the t)l 

following phone number: b4 

b 7 D 

b7A 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the en closed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner . 


(U) The | 

that it is prohibitec 
request . 


[Field Office should remind the institution b2 

:rom disclosing that the FBI has made this o7E 





hJTTH] 


1 Should 


(202) 324-1 I 
the institution 


I or SSAl 

ion be unal 


Ly comply 


ins titution requ ire more detailed information to locate su ch recor ds , 
the l [Field Offi ce should immediately contact uc| | or 
SSAl Ifor additional information. 


T NSLVIO-11111 
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LEAD(s) : 

Set Lead 1: (Action) 




AT 



(U) Hand deliver enclosed NSL as indicated above. Up on 
rec eipt o f requested records, notify SSA | (202) 


324 

Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 


to coordinate immediate delivery of records to FBIHQ, 


Set Lead 2 : (Action) 
GENERAL COUNSEL 


:t)2 

b6 

blC 


AT WASHINGTON, DC 

^)^) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3 : (Info) 


COUNTERTERRORISM 

AT ITOS I /CONUS 3 /Team 10 
(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 


AT 


SEC^ NSLVIO-11112 



Page 


5 


Working Copy 


(U) Read and Clear. 
Set Lead 5: (Info) 

AT ECAU 

(U) Read and Clear 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 


Work<mg Copy 


AIL IffFOPIIATIOII CrorTAIITD 
HEFEIN IS Tjm'LASSiriED EXCEPT 
INHERE SHOW OTHSKIISE 

Page 1 

DATE: 07-'27-2d07 


CL ASS IFIED: ^ 1 Y : : g5i79:di!hFfe3£:/ma3 



From: Counterterrorism 

Electronic Su rveilla 
Contact: SSA 

Approved By : Thomas Julie 


Lons Unit, 
|{202) 324 


JnSL (Pending) 

bl 

I b7A 


Drafted By: 

Case ID #; (S NSL (Pending) 

66F-HQ-C1303375 

Title: (S) b7A 

V 

Synopsis: {/S^ Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data,- and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 

'Cl'a^siiisd^^; 75£6,_CXS7^CTir' 

Reason: 

JSeeiars^irfy^n : Xl^ — 


(S) 

X 


Enclosure (s) : (U) Enclosed for the 


bl 

b2 

b7E 

beld Office is an 


addressed to 

1 

1 

requesting names, aoaresses, lengtn ot service, P 


IP addresses specified below. 








i'll ’ This electronic communication documents both the approval 

of the Deputy General Counsel of the National Security Law Branch 
and the certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
followin g IP Addresses : 

bl 

b4 

b/7D 

b7A 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification . 


(U) Arrangements should be made with the institution receiving 
the pnplmgP'H to produce the records personally to an employee 

of the Field Office. The institution should neither send 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 

that it is prohibited from disclosing that the FBI has made this 
request . 


b2 

b7E 


b2 

b7E 


(U) Any questions regarding the ab ove ca n be directed to FBIHC 
u q . j {2Q2) 324 j | or S5A | 

{202 ) 324 Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution reouire more detailed information to locate such 

records . the|_^ Fi p.l d Of f i ce should immediately contact UC 

^or SSA for additional information. 


NSLVIO-11115 








LEAD(s) : 

Set Lead 1: (Action) 


AT 


b2 

b7E 


(U) Hand deliver enclosed NSL as indicated above. Un on 


receipt o f requ ested records, notify SSA| 
(202) 324 


to coordinate immediate delivery or recoros to 


FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
inf ormatieJfiheeded to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 

(U) Read and Clear. 

NSLVIO-11116 


D' D" tr 
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Set Lead 4 : ( Info) 

COUNTERTERRORISM 



(U) Read and Clear. 


IT NSLVIO-11117 
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Precedence: PRIORITY 


Date: 01/05/2005 


To: Counterterrorism 


General Counsel 


Attn : 


Attn : 


Attn : 


ITQS. 

uc| 

CT 


1/ CONUS 1/ lEAM 1 


TTT 


From: Counterterrorism 

Electronic Surveillance 
Contact : lA 


Operati ons Unit, 
(202) 324 




DAu:; 07-S7-2007 
CliASSIFIED.EY 651 

iECLA^SIFY C!W: 07 
4 944 


7;9:(MiKk£i;7iiai 



Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 



1 Caveat: Xs) This document contains information obtained or 

derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act (FISA) , 
50 U.S.C. Section 1806(b) . Such information shall not be used in 
any criminal or administrative proceeding, including grand jury 
proceedings and warrant affidavits, without the prior written 
approval of the Attorney General of the United States. 
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- Working Copy 


Page 


Enclosure (s) : Enclosed for the Field office 

is an original and a copy of a National Secur.i r.v T.etter, dated 

.Tanna-rv . 2005, addressed to 


requesting names, addresses , length of service , billing, 


and electronic communication transactional records for the 
Universal Resource Locator URL: below, 


b7E 

b4 

b7D 



,u. This electronic communication documents the 

National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication, transactional records on the 
referenced Universal Resource Locator (URL) : 


bl 

b4 

b7D 

b7A 


(U) 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 


to an employee of the 


Field Office. The institution 


should neither send the recora tnrough the mail, and not to 
utilize the name of the subject in any telephone calls to the 
FBI. The institution should not contact FBIHQ directly in any 
manner 


)2 


b7E 


(U) The 


Field Office should remind the 
institution tnat it is prohibited from disclosing that the FBI 
has made this request. 


b2 

b71 




; 1 



bnouio tr 


,s regarding the abov, 
(202) 324-0757 or I 
e institution be una 


ran he di rented 


±X) UC 
( 202 ) 


le to fully comply with 


this request due to lack of specificity or should the institu tion 
require mo re detailed information to locate such record^ the| 
Ipie ld Office should be immediately contact UC| 

Ifor additional information. ' — 


■53a 




b2 

b7E 

b6 

b7C 


LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 


S^&5»^ NSLVIO-11119 
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Working Copy 


NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 2 ; (Action) 

COUNTERTERRORISM 

AT ITOS 

(U) Read and Clear 
Set Lead 3 : ( Info) 



b2 

b7E 


<U) 

separate cover 


rece-int of the National Security Letter under 
er ■ I lis requested t o serve the letter on 


requested records, suhmit results to SSaT 


Upon receipt of 




b4 


Counterterrorism Division, CTD/CXS/EOPS , Room 4648 . 


NSLVIO-11120 


tr b" tr 





